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In this section:

Typographical Conventions
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Typographical Conventions

The following kinds of formatting in the text identify special information.

Fomatting convention Type of Information Example

Special Bold Items you must select, such as | Go to the QoStab.
menu options, command
buttons, or items in a list.

Titles of chapters, sections, Read the Basic Administration
and subsections. chapter.

Italics Used to emphasize the The system supports the so
importance of a point, to called wildcard character
introduce a term or to search.
designate a command line
placeholder, which is to be
replaced with a real name or
value.

Monospace The names of style sheet The license file is called
selectors, files and directories, |license.key
and CSS fragments.
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Preformatted Bold What you type, contrasted with | nix/Linux:

on-screen computer output.
# cd /root/rpms/php

Windows:
>cd %myfolder%

Preformatted On-screen computer output in - | Unis/Linux:

your command-line sessions; o
source code in XML, C++, or |#1Is Tal/files
other programming languages. |total 14470

Windows:

>ping localhost
Reply from 127.0.0.1:
bytes=32 time<lms
TTL=128

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's title,
chapter and section titles, and the fragment of text in which you have found an error.
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CHAPTER 1

About Parallels Plesk Panel

Parallels Plesk Panel is a hosting automation solution that gives hosting providers full
control over the managed Web hosting servers and simplifies setup and management
of user accounts, Web sites, and e-mail accounts.

Parallels Plesk Panel is stable, secure and reliable, and the main benefit of using
Parallels Plesk Panel is that it will save you and your technical staff much time and
effort: all your customers (and customers of your resellers) will have personal isolated
control panel environments and will be able to manage their sites and e-mail accounts
on their own.

In this chapter:

Overview of Business Model, User Accounts and Permissions .........ccccoveeuveen.. 10
Overview of Software Components Managed by Parallels Plesk Panel............. 10
What's NEW iN ThiS VEeISION.....cocun i 11
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Overview of Business Model, User
Accounts and Permissions

User accounts hierarchy of Parallels Plesk Panel is limited to five user levels:

A
A

A

A

A

Server administrator account.

Reseller accounts. These accounts are created for the customers who need to
resell hosting services and host their own Web sites.

Client accounts. These accounts are created for the customers who do not need to
resell hosting services, but need to host Web sites.

Domain administrator accounts. These accounts can be created to allow access to
the Panel for site administrators. One domain administrator account per one site.

E-mail user accounts. These accounts can be created to allow access to the Panel
for e-mail users.

All permissions for operations performed in the panel you define for a reseller allow the
reseller to further assign them to his or her customers. The resource allotments you
define for a reseller can be further redistributed among reseller's customers. For a full
list of permissions and resource usage limits you can define, refer to the chapter
Managing User Accounts (on page 144).

Overview of Software Components
Managed by Parallels Plesk Panel

Parallels Plesk Panel for Linux/UNIX platforms works in cooperation with the following
software components and services:

Dy >y By D Dy By D D P D

Bind DNS server

Apache Web server

ProFTPd FTP server

MySQL and PostgreSQL database servers
Qmail mail server

Courier-IMAP IMAP/POP3 server

Mailman mailing list server

Spamassassin anti-spam software

Dr.Web and Kaspersky antivirus programs
Webalizer and AW Stats statistical packages
Tomcat Java applications run-time environment
Parallels Plesk Panel Billing

Parallels Plesk Panel for Windows platforms works in cooperation with the following
software components and services:
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Microsoft IIS Web server or Apache Web Server *

Microsoft FTP server

Geneb6 FTP Server 3.4.0.16 and Serv-U FTP Server **

Bind DNS server

Microsoft DNS server and Simple DNS Plus DNS server **

MySQL, Microsoft Access and Microsoft SQL database servers ***
Acronis True Image Enterprise Server backup system

MailEnable mail server

Merak, MDaemon, SmarterMail, hMailServer, CommuniGate Pro mail servers **
Courier-IMAP IMAP/POP3 server

SpamAssassin anti-spam software

SiteBuilder

Dr.Web and Kaspersky Antivirus antiviruses

ClamAV and Merak Antivirus antiviruses **

Webalizer and AW Stats statistical packages

Urchin and SmarterStats statistical packages **

Microsoft FrontPage

Horde IMP H3 web mail client

MailEnable Web Client, IceWarp Web Mail 5, SmarterMail Web Client **
Apache Tomcat

DBy Py D D DD DD Dy Dy D> By D D> D

>

After installation of the Parallels Plesk Panel package, all essential services, such as
DNS, Web, FTP and Mail are configured to run with the default optimal settings, so you
can start serving your customers right away. However, we recommend that you review
the default settings to make sure that they satisfy your needs, and create user account
templates and domain templates, which will simplify further setup of hosting accounts.

What's Newn This Version

Parallels Plesk Panel 9 for Windows and Linux/Unix platforms offer you the following
new features and enhancements:

Resellers

Parallels Plesk Panel supports reseller accounts. Resellers can sign up new users and
resell Web hosting services to them.

APS catalog

Now you can easily add Web applications from the APS catalog at
http://www.apsstandard.com/app/ to the server application vault.

Alternative webmaiil

Users can now select Atmail as their webmail tool.


http://www.apsstandard.com/app/
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New backup and restore tools

The redesigned backup and restore solution provides the options for selective data
backup and restore.

Parallels Plesk Panel billing bundle

Parallels Plesk Panel now comes integrated with a billing solution, formerly known as
ModernBill.

The following features were added only to Parallels Plesk Panel for Linux/Unix
platforms:

Postfix support

A long awaited alternative to Qmail on Unix servers is now available. The system
allows on-line transition from Qmail to Postfix on all Unix/Linux installations.

PHP over Fast CGI

Web applications based on PHP implementation will now be executed faster and safer
with PHP running in the Fast CGl mode. This enhancement allows running several
PHP versions simultaneously.
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Getting Started

This chapter describes the first actions you need to perform after installation of the
Parallels Plesk Panel.

In this chapter:

Logging In to Parallels Plesk Panel
Becoming Familiar with Parallels Plesk Panel ............cccccooiii, 16
Changing Your Password and Contact Information ................ccceevviieiiiieeneinnnn, 22
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Logging In to Parallels Plesk Panel

To log ina your Parallels Plesk Panel:

Open your Web browser, and in the address bar type the URL where
your Parallels Plesk Panel is located.

For example, https://your-domain.com:8443, where your-domain.com is the domain
name of your Web host.

2 Press ENTER. Parallels Plesk Panel login screen will open.

3 Type the user name 'admin' and your password into the Loginand
Passwordooxes, respectively. If this is your first login to the freshly
installed Parallels Plesk Panel, use the default password 'setup’.

4 If you log in for the first time, select the language for your Panel from
the Interface languagmenu. If you had previously specified the interface

language and saved it in your interface preferences, leave the User
defaut value selected.

5 Click Login

After your first login, you should accept the license agreement and then specify the
host name and IP addresses to assign to the server.

6 Read carefully the terms of the License Agreement and, if you agree
to all the terms, select the | agree to the terms of this license agreemedt
Do not show it agarheck boxes.

7 Click Acceptto proceed to the post-install configuration.

8 In the Full hostnamdield, enter your server's host name. This should be
a fully qualified host name but without a trailing dot (for example,
host.domain.tld).

9 Specify the IP address that will be used as the default address of your
server. You have the following two options:

A Select one of your existing IP address from the drop-down box. This list is
populated automatically and contains all IP addresses available on the server.

OR

A Click the Add IP Addressption button, select the network interface and enter the
new IP address and subnet mask in the IP addres$ox.

Note: With Parallels Plesk Panel, you can mark all your IP addresses as shared or
dedicated before you assign them to your customers. This allows the control panel
to distinguish between them and not to let you assign a dedicated IP address to
several customers at once. A dedicated IP address can be assigned to a single
customer, while a shared IP address can be shared among several user accounts.

10 In the Shared IBection, specify the type for existing addresses: shared
or exclusive. Click the Sharedand Exclusivebuttons to change the types
of IP addresses.
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You can skip this stage and define the type of IP addresses later (Home> IP
Addresses)

11 In the Administrator's preferencegction, change the default
administrator password.

Change the default administrator's password. Enter the new password and confirm
it in the New passwordnd Confirm passwortields. The password can have up to 14
symbols. Note that the password is case sensitive.

Note: Do not forget to change the administrator's password from the default one to
your own personalized password; otherwise, access to the Parallels Plesk Panel
under the administrator account will be available with the default password 'setup’,
which is known to many users of Parallels Plesk Panel.

12 Click OK

13Fi | | in administratoroés contact i nf or me
14 Click OK

In this section:

If YOU FOrgot YOUr PasSSWOId ..........coouiiiiiiiiiiie et 16



16 Getting Started

If You Forgot Your Password

You can retrieve your forgotten password in any of the following ways:

A Look it up in the /etc/psa/.psa.shadow file on the server's file system (Linux
Hosting).

A Use the password reminder in Parallels Plesk Panel.

To use the password reminder:

I n your Web browserdés address bar, type
Parallels Plesk Panel is located (for example, https://your-
domain.com:8443)

2 Press ENTER.
Parallels Plesk Panel login screen will open.
3 Click the Forgot your passwordik.
4 Specify your login name and e-mail address registered in the system.
5 Click OK

Your password will be sent to your e-mail. If your password cannot be sent by e-
mail because it was stored by the system in encrypted form, you will be prompted to
set up a new password using a secret code that will be generated for that purpose
and sent to you.

6 Once you received the e-mail from the password reminder, click the
link in the message body.

A new browser window will open.

7 Specify your login name and a new password. The Secret Codéeld of
the form should be automatically filled by the system, and if it is not,
copy the secret code from the message you received to the clipboard
and paste it to the form.

8 Click OKto submit.

Note: You should use the secret code within 24 hours after its generation, otherwise it
will expire and you will need to go through the whole process again.

Becoming Familiar with Parallels Plesk
Panel

When you log in to Parallels Plesk Panel, it shows your Home page with shortcuts to
the operations you frequently perform.
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The top banner area provides access to the following functions:

A

A

A

My accountThis is where you can select a language and theme for your control
panel and change your contact information.

Switch userThis is where you can switch between user accounts. This shortcut is
shown only when single sign-on technology is enabled on the server.

Log out.This is where you close your session when you have finished working with
control panel.

The navigation pane on the left provides access to the following sets of functions:

A

A

Search aredJse it when you need to find user accounts and domains hosted on
your server.

Home This is where you start working with the control panel. Most of the operations
you might need to perform are accessible from this area.

ResellersThis is where you perform operations on reseller accounts. Resellers can
use hosting services and resell the services to end users. Resellers cannot create
reseller accounts for other users. You can accomplish the following tasks from this
area of the control panel:

A Create, modify, remove user accounts for resellers and their customers (referred
to as clients).

A Create, modify, remove reseller account templates
A View traffic usage reports

Clients.This is where you perform operations on user accounts. Clients are end
users of hosting services; they cannot resell hosting services. You can accomplish
the following tasks from this area of the control panel:

A Create, modify, remove user accounts

A Create, modify, remove user account templates (referred to as client account
templates)

A View traffic usage reports

Domains.This is where you perform operations on Web sites. You can accomplish
the following tasks from this area of the control panel:

A Add Web sites (set up DNS zones, configure Web hosting settings and resource
usage limits), modify Web hosting settings, remove Web sites.

A Create, modify, remove Web site hosting templates (referred to as domain
templates).

ApplicationsThis is where you select which applications will be available for
installation on users' sites.

Settings.This is where you configure and manage the server and program
components used by Parallels Plesk Panel.

ModulesThis is where you manage the additional modules that extend Parallels
Plesk Panel capabilities, such as Firewall, Game Server, VPN, and others.

MasterThis shortcut gives you access to centralized management of Parallels Plesk
Panel-enabled servers.
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A Global AccountThis shortcut appears in your Parallels Plesk Panel when the single
sign-on capabilities are switched on on the hosting server. Single sign-on
technology allows you to log in to different Parallels products using a single global

login name and password. This shortcut is used for changing the global login
settings.

A Help DeskThis is the help desk system integrated with your control panel. You can
use it to view and solve the problems reported to you by your customers.

A Help.Provides context sensitive help with search function.

To see information about a tool or an item on the page, hover the cursor over an item,

without clicking it, and a small hover box appears with supplementary information
regarding the item being hovered over.

/@| YirugPratection

Configure wirus protection far a mail
account
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If you install Sitebuilder component and configure it as described in Enabling
Integration with Sitebuilder (on page 85), the following shortcuts are also shown in your
control panel's navigation pane under the Sitebuilder Administratigroup:

A

Desktop This provides shortcuts to the task-oriented wizards. Here you can perform
any operations on your account and Web sites through the Sitebuilder system. For
more information, see
http://download1.parallels.com/SiteBuilder/4.5.0/doc/reseller/en_US/html/using_des
ktop _interface.htm.

Users Here you can add and manage user accounts and service plans for your
customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en _US/html/signing u
p_customers.htm.

Sites Here you can add and manage sites. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en_US/html/managing
sites.htm.

Server Here you can view and manage the following system settings:

A Trial Sites Setting$lere you can configure settings for trial sites created by your
prospective customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en_US/html/setting

up_sitebuilder_wizard for_anonymous Vvisits.htm

A Branding Here you can configure the logo and title setting for your prospective
customers. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en _US/html/setting

up_logo and title bar text.htm

A NotificationsHere you can configure settings for notifications sent by Sitebuilder
to your users. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en US/html/config
uring_email message sent at trial site publishing attempt.htm.

A ModulesHere you can view the list of available modules. For more information,
see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en US/html/viewin
g _and configuring_sitebuilder wizard presets and modules.htm.

A Page SetsHere you can view the list of available page sets. For more
information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en _US/html/viewin
g_and_configuring_sitebuilder wizard presets and modules.htm.

A Site Familieddere you can view the list of available templates that combine
design templates and page sets. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.5.0/doc/reseller/en_US/html/viewin
g_and _configuring_sitebuilder_wizard presets and modules.htm.

The main working area on the right provides access to the tools available for the
current section of the control panel selected in the navigation pane. Additional
operations are accessible from drop-down menus that open when you click group titles.
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To navigate through Parallels Plesk Panel, you can use a path bar: a chain of links that
appears in the right part of the screen, below the banner area.

Home » Domains » example.com » Mail &ccounts »

To the right of the path bar, there are Favoritesand Visited Pagemenus. The Visited
Pagesmenu keeps the shortcuts to the recently visited control panel screens. These
shortcuts are added automatically. The Favorits menu keeps the shortcuts to the
screens that you manually add to favorites. For information about working with
shortcuts in the Favoritesnenu, see the section Customizing Your Home Page (on
page 37).

To return to a previous screen, use the shortcuts in the path bar, or the Up Levelcon in
the upper-right corner of the screen.

When changing settings for a user account, domain name, or e-mail account, you can
quickly select another user account, domain name, or e-mail account whose settings
you also want to change. To do this, click a small arrow icon located to the right of the
user name, domain name, or e-mail address.

Home » Domains b example.com » Mail Accounts »

mail @example.com (x)

3

This will open a list of user accounts, domain names or e-mail addresses that you can
select.

Home » Domains » example.com » Mail Sccounts »

mail @example.com ':E’::' Gao to another mail account:

wiebrmaster@exarmple.com
Tools

To sort a list by a certain parameter in ascending or descending order, click on the
parameter's title in the column heading. The order of sorting will be indicated by a small
triangle displayed next to the parameter's title.
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Changing Your Password and Contact
Information

U To update your contact information:

1 On your Home page, click Personal Data

2 Update your information as required, and click OK

U To clange your password:

1 On your Home page, click Change Password

2 Enter your old and new passwords.

3 Click OK

U If you forgot your password:

11 n your Web browserods address bar, type
Parallels Plesk Panel is located.

2 For example, https://your-server.com:8443.

3 Press ENTER. Parallels Plesk Panel login screen will open.

4 Click the Forgot your passwordthk.

5 You will be prompted to specify your login name and e-mail address

registered in the system. Type your login name into the Loginbox, type
your e-mail address registered in the system into the E-mailbox, and
click OK

6 If your password cannot be sent by e-mail because it was stored by
the system in encrypted form, you will be prompted to set up a new
password using a secret code that will be generated for that purpose
and sent to your e-mail.

7 Once you received the e-mail from the password reminder, click the
link in the message body. A new browser window will open.

8 At this step, specify your login name and a new password.

The Secret Codéeld of the form should be automatically filled by the system, and if
it is not, copy the secret code from the message you received to the clipboard and
paste to the form.

9 Click OKto submit.

The instructions on how to restore your password will be sent to your e-mail
address.
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Configuring Your Parallels Plesk Pan

This chapter discusses the configuration steps required to set up and manage your
Parallels Plesk Panel.

In ths chapter:

Upgrading License Key for Your Panel...........cccoovviiiiiiiiiiiiiiieeeeeecie e 24
Securing Your Parallels Plesk Panel ............ccooiiiiiiiiiiiiiiii e 27
Setting Up GIobal ACCOUNL .......ouviiiiiii i e e e eeaees 32
Rebranding Your Parallels Plesk Panel...........cccccccoviiiiiiie, 36

Adjusting SesSioN PreferenCesS. ... 49
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Upgrading License Key for Your Panel

Parallels Plesk Panel comes with a trial license key, which is automatically installed to
the control panel. This license key allows you to create one user account, host one
Web site and one mail box. Therefore, to fully use the Parallels Plesk Panel as you
need, you should obtain a license key from Parallels or one of its resellers and install it
to the control panel.

Parallels Plesk Panel license keys have a built-in expiration date. This has been
implemented to help prevent fraud and theft. It requires the Parallels Plesk Panel
software to check with Parallels licensing server during a 10 day grace period (prior to
the expiration date) to verify that the key has not been reported stolen and is being
used in accordance with the End User License Agreement (that is, installed on only
one server). Once this is verified, the expiration date is prolonged.

Parallels Plesk Panel will attempt to connect over TCP/IP to the licensing server
through port 5224. Please make sure that this is not blocked by a firewall. The update
process runs automatically and the Parallels Plesk Panel administrator does not need
to do anything unless there is a problem. Should the Parallels Plesk Panel key expire,
check your firewall and then go to Home> License Managemeand click Retrieve Keydf
the key cannot be updated, contact your reseller or Parallels (if you purchased the
license key directly from Parallels).

You can test the connection to the licensing server anytime by going to Home> License
Managemerand clicking Retrieve Keys

In this section:

Upgrading the Trial LICENSE KY.......oiii i i e e 25
Installing Additional License Keys for Parallels Plesk Panel Add-ons................ 26
Upgrading Your LICENSE KBY .......uuuuiiiii ittt e e e eeaees 26

Rolling Back to Your Previously Used License Key .......ccccoeiieeeiiiiiiiiiiiiiieeeeceennns 27
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Upgrading the Trial License Key

To upgrade the trial license key:

Go to Home> License Managemeiatnd click Order Parallels Plesk Panel
Upgrales

2 The Parallels online store will open in a separate browser window. In
this window, select the items and features you want to include into
your Parallels Plesk Panel license and click Submit In the next steps,
indicate the currency, number of license keys, provide contact details,
billing address, and payment method, and submit the form. The new
key will be sent to the specified e-mail address.

3 Save the new key to the hard drive on your local machine.

4 Open again the License Managemestreen in Parallels Plesk Panel
(Home> License Managemerand click Upload Key

5 Enter the path to the key file that you saved on your local machine or
click Browseto locate it.

6 Select the Replace the currently installed license key with the selecteti@cle
box to confirm that you really want to replace the current license key
with the new one.

If this check box is not selected, the new license key will not be installed and
installation will be aborted.

7 If your new license key allows hosting fewer sites than you already
host on the server, Parallels Plesk Panel will stop working. However,
to prevent Parallels Plesk Panel panel from comparing the amount of
the resources used and those covered by the new key, select the Allow
the resources usage overricleeck box.

This might be helpful if you want to temporarily install a license key that covers less
resources and then upgrade it through the control panel interface.

8 Click OKto install the new key to the control panel.
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Installing Additional License Keys for PasdHigsk
Panel Adabns

To install an additional license key for anadBarallels Plesk Panel component:
Go to Home> License Management.
Click Order Parallels Plesk Panel Autts

The Parallels online store page listing available add-ons will open in a
separate browser window. On this page, select the add-ons you want
to order and click Submit

4 Because Parallels Plesk Panel add-ons are added to the license keys
that already exist, the Parallels Plesk Panel Number Checking System
page will open. Enter the number of your license key to which you add
this feature and click Submit

5 In the next steps, indicate the currency, number of keys, provide
contact details, billing address, and payment method, and submit the
form. You will be notified by e-mail when your order is processed.

6 When you receive the e-mail notification, return to the License
Managemergcreen (Home> License Managemerand click Retrieve Key$o
retrieve the ordered license key. Parallels Plesk Panel License
Manager will retrieve the upgraded license key from the Parallels
licensing server and automatically install it to your control panel.

w N =R

Upgrading Your License Key

If you are planning to expand your customer base and host more sites on the server
than your current license allows, you need to upgrade your license key.

To upgrade the license key:
Go to Home> License Management.
Click Order Parallels Plesk Panel Upgrades

On the Parallels online store page, select the desired upgrade option
and click Submit

4 In the next step, indicate purchase details and submit the form. You
will be notified by e-mail when your order is processed.

5 After you receive the e-mail notification, return to the License
Managemergcreen (Home> License Manageme@rand click Retrieve Keyso
retrieve the ordered license key. Parallels Plesk Panel License
Manager will retrieve the purchased license key from the licensing
server and automatically upload it to your control panel.

w N -
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Rolling Back to Your Previously Used License Key

To roll back to the license key you mesiy used:
Go to Home> License Management.

2 Click Roll Back KeyThe previously installed license key will be
restored.

Securing Your Parallels Plesk Panel

In this section:

Restricting Administrative Access to Parallels Plesk Panel..............ccccoooeeeieees 28
Securing Communication to Server with SSL Encryption...........cccccceeeeiiiieeinnnnn, 29
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Restricting Administrative Access to Parallels Plesk
Panel

To alleviate security concerns, you may want to restrict administrative access to your
control panel from specific IP addresses.

i

To allow administrative access to control panel only from specific IP addresses or
networks:

Go to Home> Control Panel Access

Click Add New Netwodnd specify the required IP addresses. Click OK
To specify subnets, you can use wildcard symbols (*) and subnet masks.

Select the Denied from the networks that are not listetilon, and click Set
When prompted to confirm the operation, click OK

To prohibit administrative access from dpet® addresses or networks:

Go to Home> Control Panel Access

Click Add New Networknd specify an IP address. Click OK

To specify subnets, you can use wildcard symbols (*) and subnet masks.

Select the Allowed, excluding the networks in thedgtion, and click Set
When prompted to confirm the operation, click OK

By default Parallels Plesk Panel allows multiple simultaneous sessions for several
users logged into the control panel using the same login and password combination.
This can be useful when delegating management functions to other users or in case if
you accidentally close your browser without logging out, thus becoming unable to log in
again until your session expires. You may want to switch off this capability, if you do
not need it.

To dsallow concurrent sessions for your administrative control panel:

On your Home page, click the Servergroup title. A drop-down menu
opens. In this menu, select Server Settings

Clear the Allow multiple sessions under administrator's logieck box and
click OK
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Securing Communication to Server with SSL
Encryption

For security reasons, you can access your control panel only through a secure
connection provided by Secure Sockets Layer-enabled hypertext transfer protocol. All
data you exchange with the Parallels Plesk Panel-managed server are encrypted, thus
preventing interception of sensitive information. The SSL certificate used in the data
encryption process is automatically generated and installed on the server during
installation of the control panel. This is the so-called self-signed certificate: it is not
signed by a recognized certification authority (CA), therefore, upon attempt to connect
to your control panel, you and your customers will see warning messages in Web
browsers.

To gain customer confidence, you should purchase an SSL certificate from a reputable
certification authority, and install it to the control panel.

You can either:

A use the facilities for purchasing SSL certificates from Comodo, GeoTrust, Inc. or
GoDaddy provided by your control panel,
OR

A create a certificate signing request (CSR) from the control panel and submit it to the
certification authority of your choice, which will create an SSL certificate for you.

Note: If you are going to use the control panel's facilities for purchasing a certificate
through MyPlesk.com online store, you should not use command line tools for
creating the certificate signing request.

0 To purchase an SSL certificate from Comodo, GeoTrust, Inc. or GoDaddy through
MyPleskCom online store and secure youragranel:

1 On your Home page, click the Securitygroup title. A drop-down menu
opens. In this menu, select SSLCertificatesA list of SSL certificates
that you have in your repository will be displayed.

2 Click Add SSL Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Make sure that all the provided information is correct and accurate, as
it will be used to generate your private key.

5 Click Buy SSL Certificate
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Your private key and certificate signing request will be generated. Do not delete
them. MyPlesk.com login page will open in a new browser window.

6 Register or log in to an existing MyPlesk.com account and you will be
taken step by step through the certificate purchase procedure.

7 Choose the type of certificate that you wish to purchase.

8 Click Proceed to Bugind order the certificate. In the Approver E-Mail
drop-down box, please select the correct Approver e-mail.

The approver e-mail is an e-mail address that can confirm that certificate for
specific domain hame was requested by an authorized person.

9 Once your certificate request is processed, you will be sent a
confirmation e-mail. After you confirm, the certificate will be sent to
your e-mail.

10 When you receive your SSL certificate, save it on your local machine
or network.

11 Return to the SSL Certificates repository (Home> Securitygroup title
menu > SSL Certificatgs

12 Click Browsein the middle of the page and navigate to the location of
the saved certificate. Select it, and then click Send FileThis will upload
the certificate to the repository.

13 Select the check box corresponding to the certificate you just added,
and click 2/ Secure control panel

To secure your control panel with an SSL certificate from other certificate authorities:

On your Home page, click the Securitygroup title. A drop-down menu
opens. In this menu, select SSLCertificatesA list of SSL certificates
that you have in your repository will be displayed.

2 Click Add SSL Certificate
3 Specify the certificate properties:

A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Make sure that all the provided information is correct and accurate, as

it will be used to generate your private key.

5 Click RequestYour private key and certificate signing request will be

generated and stored in the repository.

6 In the list of certificates, click the name of the certificate you need. A

page showing the certificate properties opens.
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7 Locate the CSR sectiomon the page, and copy the text that starts with
the line ----BEGIN CERTIFICATE REQUESInd ends with the line ----END
CERTIFICATE REQUESTO the clipboard.

8 Visit the Web site of the certification authority from which you want to
purchase an SSL certificate, and follow the links on their site to start a
certificate ordering procedure. When you are prompted to specify CSR
text, paste the data from the clipboard into the online form and click
Continue The certification authority will create an SSL certificate in
accordance with the information you supplied.

9 When you receive your SSL certificate, save it on your local machine
or network.

10 Return to the SSL Certificates repository (Home> Securitygroup title
menu > SSL Certificatgs

11 Click Browsein the middle of the page and navigate to the location of
the saved certificate. Select it, and then click Send FileThis will upload
the certificate to the repository.

12 Select the check box corresponding to the certificate you just added,
and click #/ Secure control panel

c:

In case you need to generate asglied certificate, follow this procedure:

Go to Home> Securitygroup title menu > SSL CertificatesA list of SSL
certificates that you have in your repository will be displayed.

2 Click Add SSL Certificate
3 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the host name for which you wish to purchase an SSL certificate. For
example: your-domain.com

A Enter your e-mail address.

4 Click the SeltSignedbutton. Your certificate will be generated and
stored in the repository.
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Setting Up Global Account

Global Account is a single sign-on (SSO) technology feature that allows you to log in to
different Parallels products using a single global login and password. If you have
several accounts in Parallels Plesk Panel, you can connect them all to a global account
and switch between these accounts without entering a password every time. You can
also connect all your accounts in other Parallels products to your global account and
switch between them without providing credentials.

To switch on support for single sigmon a Linux/Unix server, do the following:

Find out the IP address of the SSO server that you will be using. It
can be provided by your hosting company, or you can set up the SSO
server on any machine that is accessible over the Internet, including
your Parallels Plesk Panel server. For installation instructions, refer to
the Parallels Plesk Panel Installation Guide.

2 Register your server with the single sign-on server: issue the

command
<parallels_plesk_panel_installation_directory>/admin/
sbin/sso - server  https://idp -

master.example.com:11443

3 Switch on single sign-on: issue the command
<parallels_plesk_panel_installation_directory>/admin/
sbin/sso - e.

To switch on support for single sigmon a Windows server, do the following:

Find out the IP address of the SSO server that you will be using. It
can be provided by your hosting company, or you can set up the SSO
server on any machine that is accessible over the Internet, including
your Parallels Plesk Panel server. For installation instructions, refer to
the Parallels Plesk Panel Installation Guide.

2 Register your server with the single sign-on server: issue the
command <parallels_plesk_panel_installation_directory>\sso.exe -
server https://idp-master.example.com:11443.

3 Switch on single sign-on: issue the command
<parallels_plesk_panel_installation_directory>\sso.exe -e.



Configuring Your Parallels Plesk Panel 33
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Changing Global ACCOUNt PASSWOIT ............uuuuuuumimiiiiiiiiiiiiiiiiiieieieieeeneneeneeennennes 35
Disconnecting Local Accounts From Global Account..............cccovvvviiieiiiieeeeennnn, 35

Creating A Global Account

After you create a global account and connect local accounts to it, you will be able to
choose from any account connected to your global account when logging in under your
global account.

U To create a global account:
Log in to Parallels Plesk Panel, go to Global Accounand click Connect To
Global Account

2 Select Create new global accowarid provide the login and password for
your global account.

3 Click OK

Your global account is active now, so you can proceed with connecting other accounts

to it. Refer to the section Connecting Local Accounts to Your Global Account (on page
34) for more information.
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Connecting Local Accounts To Your Global Account

To connect a local Parallels Plesk Panel account tglgbaf account:

Log in to Parallels Plesk Panel under the local account you want to
connect.

2 Go to Global Accounand click Connect To Global Account

3 Make sure that Use existing global accowtion is selected and provide
the login and password for the global account you want to connect to.

4 Click OK

Repeat steps 1-4 for other local accounts as necessary.

To connect an account in another product with SSO support to your global account:

Log in to software product with SSO support under the account you
want to connect.

2 Follow the instructions on connecting to a global account in respective
software product documentation. Make sure that you provide the
credentials for the existing global account when you are asked to.

Repeat steps 1-2 for other accounts or products as necessary.

Note. Different software products may use different names for the Global Account
feature, such as Federated Identity or Global Login. Refer to respective software
product documentation for more information.

After you have connected all required accounts to your global account, you can log in
under your global account all the time in any product where you have a local account
connected to your global account. You will be shown the list of local accounts
connected to your global account every time you log in under it, so you can choose
which account you would like to use now. You can switch to another account any time
you want. Refer to the section Switching Between Accounts for more information.
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Switching Between Accounts

To switch to @other account:
Click Switch Usemn the upper right corner.
2 Select the account you want to switch to:

A Choose the required local account from the list of accounts connected to your
global account

or

A Select Specify credentials for another accaamd provide login and password for a
local account not connected to your global account or to another global account.
You can also specify the language for your control panel from the Interface
languagemenu. If you had previously specified the interface language for that
account and saved it in its interface preferences, leave the Defaultvalue
selected.

3 Click OK

Changing Global Account Password

To change password of your global account:

Log in to Parallels Plesk Panel under your global account or any local
account connected to it.

2 Go to Global Accounand click Change Password
3 Enter your old and new passwords, and click OK

Disconnecting Local Accounts From Global Account

To disconnect a local account from your global account:

Log in to Parallels Plesk Panel under the local account you want to
disconnect.

2 Go to Global Accounand click Disconnect From Global Accaunt
3 Confirm the disconnection and click OK

Repeat steps 1-3 for other local accounts as necessary.
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Rebranding Your Parallels Plesk Panel
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Customizing Your Home Page

N

c:

To add or remove items from the Home page:
Go to Home> Interfacegroup title menu > Customize Home page

Specify what server information and statistics should be shown on the
Home page by selecting the corresponding items check boxes.

Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on
the Home page. The Avaihble actiondists show the tasks for which you
do not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

Click OK

To add shortcuts to Parallels Plesk Panel scteghgFavoritemenu on the Home
page:

Navigate to the control panel screen you need.

In the Favoritesmenu, select Add to Favorites

To edit shortcut descriptions in thavoritemenu on the Home page:
On your Home page, open the Favoritesmenu.

Place the mouse pointer over the shortcut you need and click Edit
favorite's name

Type the shortcut title and description and click Save

To remove shortcuts from thavoritemenu:
On the Home page, open the Favoritesmenu.

Place the mouse pointer over the shortcut you want to remove and
click Remove from favorites
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Changing Interface Language and Skin (Linux Hosting)

To change the interface language for your customers, follow these steps:
Go to Home> Interfacegroup title menu > Languages

2 Select the interface language that will be set as default for new
control panel users and click Make Default

To change the interface skin for your customers, follow these steps:
Go to Home> Interfacegroup title menu > Skins

2 Select the interface skin (theme) that will be set as default for new
control panel users and click Make Default

To change the interface language and skin for your control panel, follow these steps:
Go to Home> Accountgroup title menu > Interface Preferences
2 Specify the following:
a Administradr's interface languag8elect the language for your control panel.
b Administrator's interface ski@elect the skin (theme) for your control panel.
3 Click OK

Note that on that control panel screen, there are also the following settings, which
you might want to review (we recommend leaving their default values for most
users):

a Button label lengtff.o prevent lengthy button captions in languages other than
English from overlapping in the control panel, you may want to specify a limit
here. Any button caption longer than the defined limit will be shortened and
ended with ellipsis (...).

b Prevent users from working with the control panel until interface screens are completely
loaded Leave this selected to avoid errors that might occur when users try to
interact with control panel before is it ready.

c Default interface customization templ@tece you customize the control panel and
save the settings in a template as described in Using Interface Customization
Templates, you will be able to select your template here.

d Home page presédnce you customize the Home page and save the settings in a
template, you will be able to select your template here.

e Administrator's interface customization temp@tee you customize the control
panel and save the settings in a template as described in Using Interface
Customization Templates, you will be able to select your template here.
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Allow multiple sessions under administrator's I@®@yrdefault Parallels Plesk Panel
allows multiple simultaneous sessions for several users logged into the control
panel using the same login and password combination. This can be useful when
delegating management functions to other users or in case if you accidentally
close your browser without logging out, thus becoming unable to log in again
until your session expires. You may want to switch off this capability, if you do
not need it.

Full host name.

Apache restart intervi@vailable only for Linux hosting). Any changes to hosting
account settings made through control panel take effect only when Web server
is restarted. By default, Web server is set to restart not more than once in every
15 minutes. This value is optimal for most cases, and we recommend leaving
this default setting. Note that when there are no changes in hosting account
settings, the Web server is not forced to restart.

Web and traffic statistics retention per@ygdefault, statistics are kept for three
months. You may want to specify another period here.

Items that statistical utilities should count when calculatinghsle and bandwidth
usage

Do not let users create DNS subzones in other users' DNS sup@itzisragsion
forbids users to create new subdomains and domain aliases in the DNS zones
belonging to other users. We recommend that you select this check box,
otherwise, users will be able to create subdomains under domains belonging to
other users, and set up Web sites and e-mail accounts which could be used for
spamming or even phishing or identity theft.
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Changing Interface Language and Skin (Windows
Hosting)

To change the interface language for your customers, follow these steps:
Go to Home> Interfacegroup title menu > Languages

2 Select the interface language that will be set as default for new
control panel users and click Make Default

To change the infiace skin for your customers, follow these steps:
Go to Home> Interfacegroup title menu > Skins

2 Select the interface skin (theme) that will be set as default for new
control panel users and click Make Default

To change the interface language andfekiypour control panel, follow these steps:
Go to Home> Accountgroup title menu > Interface Preferences
2 Specify the following:
a Administrator's interface langua§elect the language for your control panel.
b Administrator's interface ski@elect the skin (theme) for your control panel.
3 Click OK

Note that on that control panel screen, there are also the following settings, which
you might want to review (we recommend leaving their default values for most
users):

a Button label lengtf.o prevent lengthy button captions in languages other than
English from overlapping in the control panel, you may want to specify a limit
here. Any button caption longer than the defined limit will be shortened and
ended with ellipsis (...).

b Home page presédnce you customize the Home page and save the settings in a
template, you will be able to select your template here.

¢ Administrator's interface customization temp@tee you customize the control
panel and save the settings in a template as described in Using Interface
Customization Templates, you will be able to select your template here.

d Allow multiple sessions under administrator's |&yrdefault, Parallels Plesk Panel
allows multiple simultaneous sessions for several users logged into the control
panel using the same login and password combination. This can be useful when
delegating management functions to other users or in case if you accidentally
close your browser without logging out, thus becoming unable to log in again
until your session expires. You may want to switch off this capability, if you do
not need it.
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e Prevent users from working with the control panel until interface screens are completely
loaded Leave this selected to avoid errors that might occur when users try to
interact with control panel before is it ready.
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Setting a Custom Logo

You can replace the default Parallels Plesk Panel logo banner in the top frame with
your own logo. It will be visible to your customers when they log in to their control
panels. You can also make your logo a clickable hyperlink.

You should use a GIF, JPEG or PNG format file for your logo, preferably not larger
than 100 kilobytes to minimize the download time. It is recommended that you use an
image of 50 pixels in height.

w N -
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To set up your logo image:
Go to Home> Parallels Plesk Panel Branding
Specify the path to file or click Browseto locate it. Click Open

To make the logo a clickable hyperlink that refers users to your
corporate Web site, type the desired URL into the Enter new URL for logo
box.

To change the text that is shown in the browser's title bar (only on
Windows hosting), clear the Use defaulcheck box and type your
company name or any other text into the Parallels Plesk Panel title bar text
box.

Click OKto submit.

When you wish to restore the default Parallels Plesk Panel logo, click the Default Logo
button.

Adding and Removing Custom Hyperlink Buttons

i

To add a custom hyperlink button to your control panel and specify whether your
customers will see it in their control panels:

Go to Home> Custom Bttons,and click Create Custom Button
Specify properties of the button:
A Type the text that will show on your button in the Button labebox.

A Choose the location for your button. To place it in the navigation pane, select
the Navigation paneption from the Locationmenu. To place it on each client's
Home page, select the Client's Home pagmtion. To place it on each domain
administrator's Home page, select the Domain administrator's Home pag#gon.

A Specify the priority of the button. Parallels Plesk Panel will arrange your custom
buttons on the control panel in accordance with the priority you define: the lower
the number i the higher is priority. Buttons are placed in the left-to-right order.

A To use an image for a button background, type the path to its location or click
Browseto browse for the desired file. It is recommended that you use a 16x16
pixels GIF or JPEG image for a button to be placed in the navigation pane, and
32x32 pixels GIF or JPEG image for buttons placed in the main frame or
desktop.

A Type the hyperlink of your choice to be attached to the button into the URLbox.
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A Using the check boxes, specify whether to include the information, such as
domain name, FTP login, FTP password and other data to be transferred within
the URL. These data can be used for processing by external Web applications.

A In the Context help tip contenitsput field, type in the help tip that will be displayed
when you hover the mouse pointer over the button.

A Select the Open URL in the control pacleéck box if you wish the destination URL
to be opened in the control panel's right frame, otherwise leave this check box
unchecked to open the URL in a separate browser window.

A If you wish to make this button visible to your customers, your resellers and their
customers with access to control panel, select the Visible to all sulbginscheck
box.

Click OKto complete creation.

To remove a hyperlink button from your Parallels Plesk Panel:
Go to Home> Custom Buttons

Select a check box corresponding to the button that you wish to
remove and click Remove
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Installing and Removing Parallels Plesk Panel Themes

(Skins)

You can develop and use custom skins for your control panel. Be aware that use of
skins created by third parties can be dangerous, as the skin packages can contain
malicious code. We strongly recommend that you use only the skins received from the
trusted sources.

U To view currently installed skins:

On your Homepage, click Skins

To set a new default skin:
Go to Home> Skins
2 Select the skin you wish to set as default:
Click a skin you wish to set as default and click Set Skiror
A Select the corresponding check box and click Default

To download a skin package to your local computer:
Go to Home> Skins

2 Click the appropriate &l icon, or click a skin title, and then click
Download Skin

3 Select the type of archive you would like to have the skin files packed
into, and click OK

Once the skin is prepared for downloading, a file download dialog window appears.

4 Click Save specify the location and file name for the downloaded skin
package file to be saved, and then click Save

You can now prepare your own skin by modifying the contents of the downloaded
archive file. To learn how to create custom skins for Parallels Plesk Panel, see the
Creating And Installing Custom Parallels Plesk Panel Skins guide, which is accessible
from the control panel (Home> Skins > Custom Parallels Plesk Panel Skins Refgerence

To install a new skin to control panel:
Go to Home> Skins
Click Add New SkinSpecify the skin package file location and click OK

N =
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To update the contents of an already installed skin:
Go to Home> Skins

2 Click a skin title and then click Update SkinSpecify the skin package
file location and click OK

U Toremovene or several skins from the repository:
Go to Home> Skins
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2 Select the corresponding check box and click Remove Then, confirm
removal and click OK

Note: When you remove a skin, which is currently
panel environment, t he user és contr ol panel appearance
the default skin. You cannot remove the default control panel skin.

Installing and Removing Interface Languages

You can download new language packs from Parallels site and install them to the
control panel. The number of languages you can use with your control panel depends
on the license key you purchased. The control panel will alert you when you attempt to
install more languages than allowed.

To view the interface languages installedercdimtrol panel:

Go to Home> LanguagesThe following information is displayed:

A Language status icon shows the current status of the language pack: Q
language pack is accessible to users, 3 not accessible, 'Y the language pack
is not available to users because the limit on the number of language packs
supported by your current license is exceeded.

Note: you can make a language unavailable to control panel users. To do this,
click an icon &'. To make a language available to users, click an icon (<]}

Language codeontains the four-letter language code;
Languageshows the name of the language;

Countrydisplays the countries where this language is native;

> > > >

Useddisplays the number of control panel users at all levels that use this
language in their interface.

U To select a new default language for the control panel:

Go to Home> Languages

Select the check box corresponding to the language you wish to set
as default and click MakeDefault

To install a new language pack thatdmunloaded from Parallels Web site:
Go to Home> Languages

Click the Add Localébutton.

Enter the path to the language pack file or use the Browsebutton to
locate it.

If you use an RPM-based system, use language pack files with the .rpm file name
extension.

w N -

If you use a DEB-based system, use the language pack files with the .deb file name
extension.

If you use a FreeBSD system, use language pack files with the .tgz or .tbz file name
extension.
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If you use a MacOS system, use language pack files with the .sh file name
extension.

4 Click OKto install the language to the system.

U To uninstall a language pack from the control panel:
Go to Home> Languages

2 Select the appropriate check box and click Remove On the next page,
confirm the removal operation.

If the language pack you have just removed is used by some other users, their
interface language will be automatically set to the default language. The default
language of the Parallels Plesk Panel distribution package (en-US) cannot be
removed.

Hiding and Unhiay Sets of Buttons

You can easily hide predefined groups of buttons from the Parallels Plesk Panel
interface. In this case, users do not see the controls they are not allowed to operate or
the features that are not supported (services not installed).

To hde groups of buttons:

On your Homepage, open the Interfacegroup title menu, and select
Interface controls visibility

2 Select the check boxes to hide the following groups of controls:

A Buttons unavailable to users. Originally, unavailable (grayed out) icons in the
control panel interface show services or components that are not installed and,
hence, cannot be managed through the control panel. You can hide these
buttons to prevent users from being disappointed that some services are
unavailable. To hide all unavailable buttons, select the Hide all unavailable buttons
check box.

A Limit management controls. To prevent users from viewing grayed out limit
management controls they are not allowed to operate, select the Hide all
unavailable limitsheck box.

A Permission management controls. To prevent users from viewing grayed out
permission management controls they are not allowed to operate, select the
Hide all unavailable permissiamgck box.

3 Under Button setsselect the check boxes to hide the following sets of
buttons:

A Buttons related to services provided by MyPlesk.com online store. If you are
reselling domain registration services and SSL certificates, select the check
boxes Hide buttons for domain registratibtide buttons for certificate purchasiagd
Hide buttons for extra servicégl buttons related to MyPlesk.com will be removed
from the control panel at all user levels.

A Mail bounce controls. If you wish to prohibit your users from using their own mail
bounce policies for e-mail addressed to nonexistent e-mail recipients within their
domains, select the Hide mail bouncing contratheck box.

4 Click OK
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To make groups of hidden buttons visible in the interface:
On your Homepage, open the Interfacegroup title menu, and select
Interface controls vlsility.

Clear the corresponding check boxes to make the hidden groups of
buttons again visible in the interface, then click OK



48 Configuring Your Parallels Plesk Panel

Customizing Home Pages for Your Customers

To customize the Home page of a reseller:
Go to Home> Resellers> Accountgroup title menu > Customize Home page

2 Specify what reseller information and statistics should be shown on
the Home page by selecting the corresponding items check boxes.

3 Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on
the Home page. The Available actionists show the tasks for which you
do not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

4 Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

5 Click OK

To customize the Home page of a client:
Go to Home> Clients> Accountgroup title menu > Customize Home page

2 Specify what client information and statistics should be shown on the
Home page by selecting the corresponding items check boxes.

3 Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on
the Home page. The Available actionfists show the tasks for which you
do not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

4 Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

5 Click OK

To customize the Home page of a domain owner:
Go to Home> Domains> Domaingroup title menu > Customize Home page

2 Specify what domain information and statistics should be shown on
the Home page by selecting the corresponding items check boxes.
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3 Specify what actions should be shown on the Home page. The Selected
actionslists show the tasks for which shortcuts are already placed on
the Home page. The Available actionists show the tasks for which you
do not yet have shortcuts on your Home page.

A To add a shortcut to the Home page, select the required tasks in the Available
actionslist and click Add >>

A To remove a shortcut from the Home page, select the task that you do not need
in the Selected actionkst and click << Remove

4 Specify what actions should be shown in the drop-down menus on the
Home page by selecting the corresponding check boxes.

5 Click OK

Adjusting Session Prefeiees

You can adjust the allowed idle time for any session in Parallels Plesk Panel as
required.

To adjust session security parameters:
Go to Home> Session Idle Time

2 Specify the required Session idle timen minutes in the appropriate field.
Should a user session remain idle for the time period exceeding the
one specified as the Session idle timethe control panel terminates this
session.

3 Click OK

To allow IP changes during one client session (available only on Windows Hosting):
Go to Home> Sessiondle Time

2 Select the Allow IP changes during one sessitveck box. This option will
allow customers with dynamic IP addresses and unstable Internet
connection to work with Parallels Plesk Panel at the cost of increasing
the security risks.

3 Click OK

U To eset all parameters back to their default values:

Go to Home> Session Idle Timand click Make DefaultThe default session
idle time will be set to 30 minutes.

2 Click OK
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Configuring and Maintaining Youn/ge

After you have installed and configured Parallels Plesk Panel software on your server,
you need to configure your system and set up all services required for its operation. To
configure your Parallels Plesk Panel managed server, follow the instructions provided
in this chapter.

In this chapter:
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HOSHING) .. 54
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Adding and Removing IP Addresses

After installation, Parallels Plesk Panel reads all your IP addresses from the network
configuration files and can then use these IP addresses for hosting DNS domains and
Web sites.

When you obtain a new IP address that you would like to use on the server, you should
add the address through the control panel, as Parallels Plesk Panel might not
recognize manual modifications you make to the network configuration files.

With Parallels Plesk Panel you can mark all your IP addresses as shared or dedicated
before you assign them to your customers. This allows the control panel to distinguish
between them and not to let you assign a dedicated IP address to several customers at
once. A dedicated IP address can be assigned to a single customer, while a shared IP
address can be shared among several user accounts.

Note that SSL protection with authentic digital certificates and Anonymous FTP
services are available only to dedicated hosting accounts on a dedicated IP address.
Shared hosting accounts can also have SSL protection, but visitors to such protected
sites will get error messages in their browsers.

Note: in this version of Parallels Plesk Panel, dedicated IP addresses are referred to
as Exclusive IP addresses.

U To view the IP addresses you have at your disposal:
1 Go to Home> IP Addresses
Your IP addresses are listed and the following supplementary information is given:

A Anicon in the S (Status) column shows @ if your IP address is properly
configured on the network interface. If your IP address was removed from the

network interface, an icon will show @.

A Anicon in the T (Type) column shows 7 if an address was allocated to a single

customer as a dedicated IP address, and “# if an address is shared among
many customers.

A The IP addressSubnet Masknd Interfacecolumns show which IP addresses are
on which network interfaces.

A The Userscolumn shows the number of user accounts who you assigned a
given IP address. To view the users by names, click the respective number in
the Userscolumn.

A The Hostingcolumn shows a number of web sites hosted on an IP address. To
view the domain names of these web sites, click the respective number in the
Hostingcolumn.

2 To update the list of IP addresses and their status, click Reread IP

U To add a new IP address to the server:
1 Go to Home> IP Addresseand click Add IP Address
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Select the network interface for the new IP from the Interfacedrop-
down box. All network cards installed on your server are shown in this
drop-down box.

Enter the IP address and subnet mask in the corresponding box (e.g.,
123.123.123.123/16).

Select the type of the new IP address, shared or exclusive, using the
IP typeradio button.

From the drop-down box, select the SSL certificate for the new IP
address. You can select the following certificates:

A Default certificatethe certificate that comes with the Parallels Plesk Panel
distribution package. However, this certificate is not recognized by web
browsers as it is not signed by a Certificate Authority (a warning message
appears). The default certificate is used to provide access to the control panel
via the https protocol (https://<Parallels Plesk Panel server name or IP
address>:8443/).

A Other certificatesthe certificates (self-signed or signed by a Certificate Authority)
that you added to the repository of SSL certificates (about adding certificates,
see the section Securing Sites with SSL encryption (on page 197)).

If your server is running Windows operating system, select the FTP over
SSLcheck box if you want to enable the ability to use secure FTP
connection (FTP over SSL) for the domain on an exclusive IP

address.

Note. To enable secure FTP connection, the FTP server installed on your Parallels
Plesk Panel server must support FTP over SSL.Currently, only Gene6 and Serv-U
FTP servers support FTP over SSL.

Click OK

To remwee an IP address from the server:

Go to Home> IP Addresses

Select the respective check box and click Removeconfirm removal and
click OK

To assign an IP address to a user:

Go to Home> IP Addresseand click the respective number in the Clients
column, then click Assign

Select the user account you need and click OK

To revoke an IP address from a user:

Go to Home> IP Addresseand click the respective number in the Clients
column.

Select the respective check box and click Remove
Confirm removal and click OK
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To specify what Web site will open when users refer to the Web resource on your
server by an IP address:

Go to Home> IP Addresseand click the respective number in the Hosting
column. All sites hosted on this IP address will be listed.

Select the site you need and click “f Set as Default

To change an IP address allocation type (shared, exclusive) or assign another SSL
certificate to an IP address:

Go to Home> IP Addressesnd click the IP address you need.

Select the IP address allocation type and SSL certificate you need,
and click OK
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Selecting and Configuring Software
Components Used on the Server
(Windows Hosting)

Parallels Plesk Panel supports a variety of third-party software components, from
antivirus solutions to Web mail servers. You can choose the components that should
be used on your server.

U To see the list of available components and to select the software components that
should be used by Parallels Plesk Panel:

1 Go to Home> Server Components

All available components are displayed in the list. The current state of a component
is marked by an icon:

A @ means that Parallels Plesk Panel is using this component, and the
component is working.

A @ means that Parallels Plesk Panel is not using this component (usually
because a license key has expired or missing), but the component is working.

A means that Parallels Plesk Panel is not using this component, because the
component is stopped.

A ) means that Parallels Plesk Panel is not using this component, but the
component is installed in the system and available.

2 Click the component name (for example, Mail Servgrand select the
required component from the list of available components supported
by Parallels Plesk Panel.

3 Click OK Parallels Plesk Panel will start the selected component.

Some components (for example, Merak Mail Server) can be configured by clicking
their name in the Component versiamble. Individual component settings depend on
the component. After finishing the configuration of a component, click OK

To refresh the list of available components, click Refresh

Configuring DNS Services

Your Parallels Plesk Panel works in cooperation with a DNS server, which enables you
to run DNS service on the same machine where you host Web sites.

Setup of DNS zones for newly added domains is automated: When you add a new
domain name to control panel, a zone file is automatically generated for it in
accordance with the server-wide DNS zone template and registered in the name
server's database, and name server is instructed to act as a primary (master) DNS
server for the zone.
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You can:

A Add resource records to and remove from the template.

A Override the automatic zone configuration with custom settings on a per-domain
basis.

A Select another DNS server (for example, switch to Microsoft DNS server from BIND
DNS server).

A Switch off the domain name service on this machine if your provider or another
organization is running DNS service for your sites.

U To view the default records in the sewide DNS template:

Go to Hane > DNS Settingall resource record templates will be displayed. The <ip>
and <domain> templates are automatically replaced in the generated zone with real IP
addresses and domain names.

To add a new resource record to the sevide DNS template:
Go to Home> DNS Settings

Click Add DNS Recaord

Select the resource record type and specify the record properties as
desired.

w N R

Note that you can use <ip> and <domain> templates that will be replaced in the
generated zone with real IP addresses and domain names. You can use a wildcard
symbol (*) to specify any part of the domain name, and you can specify the exact
values you need.

4 Click OK

To remove a resource record from the sevider DNS template:
Go to Home> DNS Settings

2 Select a check box corresponding to the record template you wish to
remove, and click Remove

3 Confirm removal and click OK

Parallels Plesk Panel updates automatically t
e-mail address, and serial number, and writes the default values for the rest of Start of

Authority record parameters to the zone files it maintains. If you are not satisfied with

the default values, you can change them through the control panel.

U To change the Start of Authority (SOA) record settings in thevade/&NS
template

1 Go to Home> DNS Settings
2 Click SOA Records Template
3 Specify the desired values:

A TTL This is the amount of time that other DNS servers should store the record in
a cache. Parallels Plesk Panel sets the default value of one day.
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A RefreshThis is how often the secondary name servers check with the primary
name server to see if any changes have been made to the domain's zone file.
Parallels Plesk Panel sets the default value of three hours.

A Retry This is the time a secondary server waits before retrying a failed zone
transfer. This time is typically less than the refresh interval. Parallels Plesk
Panel sets the default value of one hour.

A Expire This is the time before a secondary server stops responding to queries,
after a lapsed refresh interval where the zone was not refreshed or updated.
Parallels Plesk Panel sets the default value of one week.

A MinimumThis is the time a secondary server should cache a negative response.
Parallels Plesk Panel sets the default value of three hours.

Click OK The new SOA record parameters will be set for the newly
created domains.

Usage of serial number format recommended by IETF and RIPE is mandatory for many
domains registered in some high-level DNS zones, mostly European ones. If your
domain is registered in one of these zones and your registrar refuses your SOA serial
number, using serial number format recommended by IETF and RIPE should resolve
this issue.

Parallels Plesk Panel servers use UNIX timestamp syntax for configuring DNS zones.
UNIX timestamp is the number of seconds since January 1, 1970 (Unix Epoch). The
32-bit timestamp will overflow by July 8, 2038.

RIPE recommends using YYYYMMDDNN format, where YYYY is year (four digits), MM
is month (two digits), DD is day of month (two digits) and NN is version per day (two
digits). The YYYYMMDDNN format won't overflow until the year 4294.

i

To change the Start of Authority (SOA) serial number format to YYYYMMDDNN for the
serverwide DNS template:

Go to Home> DNS Settings
Click SOA Records Template
Select the Use se@al number format recommended by IETF anddREUK box.

Note: See the sample of SOA serial number generated with the selected format. If
the resulting number is less, than the current zone number, the modification may
cause temporary malfunction of DNS for this domain. Zone updates may be
invisible to Internet users for some time.

Click OK

To restore the default Start of Authority (SOA) serial number format (UNIX timestamp)
for the servewide DNS template:

Go to Home> DNS Settings
Click SOA Recordsemplate
Clear the Use serial number format recommended by IETF andRIEEboxX.
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Note: See the sample of SOA serial number generated with the selected format. If
the resulting number is less, than the current zone number, the modification may
cause temporary malfunction of DNS for this domain. Zone updates may be
invisible to Internet users for some time.

4 Click OK

By default, transfer of DNS zones is allowed only for name servers designated by NS
records contained within each zone. If your domain name registrar requires that you
allow transfer for all zones you serve:

1 Go to Home> DNS Settings

2 Click Transfer Restrictions Templafescreen will show all hosts to which
DNS zone transfers for all zones are allowed.

3 Specify the registrar's IP or network address and click Add Network

U If you are using thigdarty DNS servers, and are not running your own DNS server,
you should switch off your control panel's DNS server:

1 Go to Home> DNS Settings
2 Click Switch Off

To restore the original configuratafrserveiwide DNS template:
Go to Home> DNS Settings
2 Click Restore Defaults

You can specify whether your DNS server should provide recursive service for queries.

With recursive service allowed, your DNS server, when queried, performs all the lookup
procedures required to find the destination IP address for the requestor. When
recursive service is not allowed, your DNS server performs minimal number of queries
only to find a server that knows where the requested resource resides and to redirect
the requestor to that server. Therefore, recursive service consumes more server
resources and makes your server susceptible to denial-of-service attacks, especially
when the server is set to serve recursive queries from clients outside your network.

After your install Parallels Plesk Panel, the built-in DNS server defaults to serving
recursive queries only from your own server and from other servers located in your
network. This is the optimal setting. If your upgraded from earlier versions of Parallels
Plesk Panel, your DNS server defaults to serving recursive queries from any host.

U If you want to change the settings for recursive domain name service:
1 Go to Home> DNS Settings > DNS Recursion
2 Select the option you need:



58

Configuringand Maintaining Your Server

3

A To allow recursive queries from all hosts, select Allow for all requests

A To allow recursive queries from your own server and hosts from your network,
select Allow for local requests only

A To allow recursive queries only from your own server, select Deny
Click OK

By default, users can create new subdomains and domain aliases in the DNS zones
belonging to other users. This means that they can set up Web sites and e-mail
accounts which could be used for spamming, fishing or identity theft.

i

To prevent users from setting up domains and domain atidkesDNS zones
belonging to other users:

Go to Settings> Restrict Creation of Subzones

Select the Do not let users create DNS subzones in other users' DNS superzones
check box.

Click OK

If you need to assign a new host name to your server:
Go to Setings > Change Hostname
Type the new host name and click OK
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Configuring Parallels Plesk Panel to Run
Behind a Router with Firewall and
Network Address Translation

If you are running Parallels Plesk Panel behind a standalone router or firewall that
handles network address translation (NAT), you might encounter certain problems with
resolution of domain names served by Parallels Plesk Panel: when you set up a new
DNS domain in the control panel, its zone file includes a resource record that
associates the domain name with the IP address your Parallels Plesk Panel server is
on, i.e. an internal network address like 192.168.1.1. As the 192.168.x.x IP addresses
are reserved by the Internet Assigned Numbers Authority (IANA) for use by private
networks, this domain name will not be accessible to the Internet users. To work
around this, you would have to associate this domain name with the IP address of the
router/ firewall / NAT mac hDamainsidomain haene xIDN@®iai nds z
Settings.

We recommend using the DNS zone template (Home> DNS Settingdo automate
association of the newly added domain names with appropriate IP addresses.

Letbébs consider setting up a Parallels Plesk P
private network protected by a firewall, which is running on 11.22.33.44:

1 Go to Home > DNS Settings

2 Locate all resource records of A type. As you cannot edit any of these
records, you should delete them and then create the new records: be
sure to leave the values in the Namecolumn unchanged for each A
record, but replace the <ip> templates in the Valuecolumn with the IP
address of your firewall host i 11.22.33.44.

3 Configure your routing device so as to ensure the proper address
translation.

In this section:

Setting Up Parallels Plesk Panel's Firewall (Windows HOStING)............cccvvvveeeee. 60
Configuring Port Range for Passive FTP Mode (Windows Hosting) ................... 64
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Setting Up Parallels Plesk Panel's Firewall (Windows
Hostng)

Parallels Plesk Panel comes with a firewall, which you can use to protect your server
from incoming network connections that could be used to compromise the server. The
firewall comes with a set of predefined rules that allow connections to the services
required for the proper functioning of a hosting server, such as Web, mail, and FTP. By
default, the firewall is switched off.

Read this chapter to learn how to:

A Switch on the firewall

A View the currently allowed inbound connections

A Allow and block inbound connections

A Allow and block ICMP communications

A Restore the default configuration of the firewall

A Switch off the firewall
In this section:
Switching the Firewall ON...........oouiiiiiiii e e eeaens 61
Viewing the Currently Allowed Inbound Connections .............ccccceeeeeeeeeeieeeiiinnnnn. 61
Allowing and Blocking Inbound ConNNECtiONS..........ccooeieieeiieeeeeeeeeeeeeeeeeeeeeee e 62
Allowing and Blocking ICMP CommuniCatioNS ..........ccooveeeeeeeeeieeeeeeeeeeeeeeee e 62
Restoring the Default Configuration of the Firewall ............ccccccoooiiiiiiiiiieenl. 63
Closing Down All Connections to the Server Using the Panic Mode .................. 63

Switching the Firewall Off..........oooiiiiiiiiiie 63
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Switching the Firewall On

w N R

To switch on the firewall:
Go to Home> IP Addresses Firewall
Under Tools click Switch On

To switch on the firewall for a specific network interface, if you have a

number of network interfaces, in the list of interfaces, click the
interface name you need.

The list of applied filtering policies (rules) opens. The S (status) column shows the

(] icon if the firewall blocks the packets that match the rule, and the @ icon if the
firewall allows the packets that match the rule to pass through.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003.

Viewing the Currently Allowed Inbound Connections

By default, all inbound connections that are not explicitly allowed are blocked.

i

To view the currently applied firewall rules for inbound connections:

1 Go to Home> IP Addresses Firewall
2 Click the network interface you need.

All currently defined rules are listed. The S (status) column shows the & icon if the
firewall blocks the packets that match the rule, and the @ icon if the firewall allows

the packets that match the rule to pass through.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008,
go to the Firewall Ruletab.

Do any of the following:
A To view or change the properties of

save any changes you have made to the rule, click OK To return to the previous

screen without saving any changes, click Cancelor click Up Level

A To allow connections to a service, click Add Firewall Rulspecify the rule name
for future reference, specify the port and the protocol for which incoming

connections must be allowed. Leave the Switch on ruleheck box selected, if you

wish to apply the rule immediately. Click OK

A To allow connections to a service that you previously made inaccessible, click
the respective & icon in the S column.

A To temporarily block connections to a service, click the respective @ icon in the

Scolumn.

A To permanently block connections to a service, select the check box

corresponding to the rule that allows connections to the respective service, and
click RemoveRemoving a rule blocks the connections that were specified in that

rule.

a

rul e
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Allowing and Blocking Inbound Connections

By default, all inbound connections that are not explicitly allowed are blocked.

i

To allow inbound connections to a service:
Go to Home> IP Addresses Firewall
Click the network interface you need.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008,
go to the Firewall Ruletab.

Click Add Firewall Rulend specify the following properties:
A The rule name for future reference

A The port or port range and the protocol for which inbound connections must be
allowed

Leave the Switch on ruleheck box selected, if you wish to apply the
rule immediately.

Click OK

To block the previously allowed inbound connections to a service:
Go to Home> IP Addresses Firewall

Click the network interface you need.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008,
go to the Firewall Ruletab.

Select the check box corresponding to the rule that allows
connections to the respective service, and click Remove

Removing a rule blocks the connections that were specified in that rule.

Allowing and Blocking ICMP Communications

ICMP communications are used for network troubleshooting purposes. By default, all
ICMP communications are allowed. For the detailed description of ICMP messages,
please refer to:

http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp

i

If you need to block or to allow ICMP communications, follow these steps:

1 Go to Home> IP Addresses Firewall> ICMP Protocol

The predefined rules for ICMP communications are listed. The S (status) column

shows the @ icon if the firewall blocks the packets that match the rule, and the L
icon if the firewall allows the packets that match the rule to pass through.

2 Do any of the following:


http://msdn.microsoft.com/library/default.asp?url=/library/en-us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/xpehelp/html/xeconconfiguringicmpsettingsinwindowsfirewall.asp
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A To allow ICMP requests of a specific type, click the respective & iconinthe S
column.

A To block ICMP requests of a specific type, click the respective @ iconinthe S
column.

A To block all ICMP requests, click Panic Mode
A To restore the default settings for ICMP requests, click Default

Restoring the Dafilt Configuration of the Firewall

U To restore the initial configuration:
Go to Home> IP Addresses Firewall
2 Click the network interface you need.

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008,
go to the Firewall Ruletab.

3 Under Tools click Restore Defaults

Closing Down All Connections to the Server Using the Panic
Mode

If your server is compromised and Web sites defaced, you may want to make the
server unavailable over the Internet and keep it down until all vulnerabilities are
patched and customers' web sites are restored from backups.

U To close all connections to the server:
1 Go to Home> IP Addresses Firewall
2 Click Panic Mode

Note. Configuring firewall for specific network interfaces is only available under
Microsoft Windows Server 2003. If you are using Microsoft Windows Server 2008, go
to the Firewall Ruletab.

Switching the Firewall Off

U To switch off the firewall:
1 Go to Home> IP Addresses Firewall.
2 Under Tools click Switch Off
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Configuring Port Range for Passive FTP Mode
(Windows Hosting)

U To set a specific port or port range that can be used for passive FTP mode
connections on all domains hosted on your server:

1 On your Home page, open the Servergroup title menu, and select FTP
Settings

2 Specify the required port or port range in the Port or port range for passive
FTP mode connectiofi€ld and click OK
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Configuring Mail Services

Your control panel works in cooperation with a mail server, which provides mail
services for your domains. After installation the mail server is configured automatically
and is ready to serve, however, we recommend that you review the default settings to
make sure that they satisfy your needs:

1

Go to Home> Mail Server Setting$he server-wide mail preferences
screen will open on the Preferencesab.

If you wish to limit the size of an e-mail message that can be sent
through your server, type the desired value in kilobytes into the
Maximum messagezsibox, otherwise, leave this field blank.

If you wish to protect your users from dictionary attacks by not
allowing them to use simple passwords, select the Check the passwords
for mailboxes in the dictionapyption.

A dictionary attack is when someone tries to find out a valid user name and
password by running a program that tries different combinations of dictionary words
in different languages. Dictionary attacks can be successful because many users
choose their passwords carelessly.

Note for Windows ho sting users: To make this function work properly on

Windows platforms, make sure that the Password must meet complexity requirements
option is switched on in your server's Local Security Policy settings (the option is
located in Start> Administrative Tosb> Local Security Policy Account Policies
Password poligy

To protect your server against unauthorized mail relaying or injection
of unsolicited bulk mail, select the Enable message submissioneck box
to allow your customers to send e-mail messages through the port
587.

Also notify your customers that they need to specify in their e-mail programs'
settings the port 587 for outgoing SMTP connections, and be sure to allow
connections to this port in your firewall settings.

Select the mail relay mode.

With closed relay the mail server will accept only e-mail addressed to the users who
have mailboxes on this server. Your customers will not be able to send any mail
through your outgoing SMTP server, therefore, we do not recommend closing mail
relay.

With relay after authorization, only your customers will be able to receive and send
e-mail through your mail server. We recommend that you leave the authorization is
requiredoption selected, and specify allowed authentication methods:

A POP3 lock tim&Vith POP3 authorization, once a user has successfully
authenticated to the POP server, they are permitted to receive and send e-mail
through the mail server for the specified period of time.

A SMTPWith SMTP authorization, your mail server requires authorization if the e-
mail message must be sent to an external address.
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Note for Windows hosting users:  If you do not wish to use relay restrictions
for networks that you trust, specify the network IP and mask in the Use no
relay restrictions for the following netwofiedd (e.g., 123.123.123.123/16) and
click the & icon. To remove a network from the list, click the & icon
corresponding to the network you wish to remove.

The relay hosts on the networks in the list are considered not to be potentially
operated by spammers, open relays, or open proxies. A trusted host could
conceivably relay spam, but will not originate it, and will not forge header
data. DNS blacklist checks will never query for hosts on these networks.

There is also an option to allow open relay without authorization, which, by default,
is hidden from the user interface. Opening mail relay without authorization is not
recommended because it allows spammers to send unsolicited mail through your
server. If you want to set the open relay, log in to the server's file system, locate the

file root.controls.lock in your Parallels Plesk Panel installation directory
(PRODUCT_ROOT_Dl/var/root.controls Jock on Unix and
PRODUCT_DATA_D/var/root.controls.lock on Windows platforms) and
remove the line /server/mail.php3:relay_open from this file. The open relay

option will show in your control panel.

Select the webmail program that should be available to the users.
Select the antivirus program that should be used on the server.
Select the spam protection option that should be used on the server.
Select the mail account name format.

Selecting the Use of short and full names is allowption will allow users to log in to
their mail accounts by specifying only the left part of e-mail address before the @
sign (for example, username), or by specifying the full e-mail address (for example,
username@your-domain.com).

To avoid possible authorization problems for e-mail users who reside in different
domains but have identical user names and passwords, we recommend that you
choose the Only use of full mail account names is allavpsion.

Once you have set your mail server to support only full mail account names, you
will not be able to switch back to supporting short account names until you make
sure there are no encrypted passwords for mailboxes and user accounts with
coinciding user names and passwords residing in different domains.

10 Click OKto submit any changes.

Note: If you wish to set up spam protection systems, such as SpamAssassin spam
filter, or protection systems based on DomainKeys, DNS blackhole lists or Sender
Policy Framework (SPF), proceed to the section Setting Up Spam Protection (on
page 67).

In this section:

Setting Up Spam ProteCtion ..........uueii i e e 67
Setting Up Virus Protection (LINUX HOStING) «.....ooieeieiiiiiiiiiie e 75
Setting Up Virus Protection (Windows HOSEING) .......ccovvvviiiiiiiiiiiiiiiiiiiiiiiiieeceeee 77
Configuring Mailman Mailing List Software (Linux HOStING)..........ccevviiiiieeennnenes 77

Preventing Your Customers From Sending Mass E-mail (Linux Hosting)........... 77
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Setting Up Spam Protection

To protect your users from spam, you can use the following tools with your control
panel:

A SpamAssassin spam filtdtris a powerful spam filter that uses a wide variety of local
and network tests to identify spam signatures.

You can configure the spam filter so as to either delete suspicious messages when
they come to your mail server, or change the subject line and add "X-Spam-Flag:
YES" and "X-Spam-Status: Yes" headers to the messages. The latter can be useful
for users who prefer to filter mail with mail filtering programs installed on their own
computers.

To learn more about SpamAssassin, visit http://spamassassin.apache.org.

To configure and switch on the SpamAssassin filter, proceed to the section Setting
Up SpamAssassin Spam Filter (on page 69).

A DomainKeysDomainKeys is a spam protection system based on sender
authentication. When an e-mail claims to originate from a certain domain,
DomainKeys provides a mechanism by which the recipient system can credibly
determine that the e-mail did in fact originate from a person or system authorized to
send e-mail for that domain. If the sender verification fails, the recipient system
discards such e-mail messages. To configure the DomainKeys system on your
server, refer to the section Switching on Spam Protection Based on DomainKeys
(on page 71).

A DNS blackhole list¥his spam prevention system is based on DNS queries made by
your mail server to a database, which contains known and documented sources of
spam, as well as an extensive listing of dynamic IP addresses. Any positive
response from this database should result in your mail server returning a '550' error,
or rejection of the requested connection.

To configure your mail server for working with DNSBL databases, proceed to the
section Switching On Spam Protection Based on DNS Blackhole Lists (on page 73).

A Sender Policy Framework (SAM)s spam prevention system is also DNS query-
based. It is designed to reduce the amount of spam sent from forged e-mail
addresses. With SPF, an Internet domain owner can specify the addresses of
machines that are authorized to send e-mail for users of his or her domain.
Receivers that implement SPF then treat as suspect any e-mail that claims to come
from that domain but fails to come from locations that domain authorizes.

To learn more about SPF, visit http://www.openspf.org/howworks.html.

To enabile filtering based on SPF, proceed to the section Setting Up Support for
Sender Policy Framework System (on page 73).

A Serveswide black and white lisBlack and white lists are standard mail server
facilities. You can use the black list to specify the domains from which mail must not
be accepted, and white list to specify the IP addresses of machines or networks
from which mail must always be accepted.

To set up server-wide black and white lists, proceed to the section Setting Up
Server-wide Black and White Lists (on page 74).


http://spamassassin.apache.org/
http://www.openspf.org/howworks.html
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In this section:
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Setting Up SpamAssassin Spam Filter

To switch on SpamAssassin spam filter:

On your Home page, open the Severgroup title menu, and select Spam
Filter Settings

2 To allow server wide filtering based on the settings you define, select
the Use servewide settingsheck box.

3 To let your users set their own spam filtering preferences on a per-
mailbox basis, select the Allow personal settingsheck box.

4 If you wish to adjust the amount of system resources the spam filter
should use (available only for Linux hosting), type the desired value
from 1 to 5 into the Maximum number of worker spamd processes to-B)n (1
box (1 is the lowest load, and 5 is the highest). We recommend that
you use the default value.

5 If you wish to adjust the spam filter's sensitivity, type the desired
value in the The number of points a message must score to be considered spam
box.

SpamAssassin performs a number of different tests on contents and subject line of

each message. As a result, each message scores a number of points. The higher

the number, the more likely a message is spam. For example, a message

containing the AGRA AT ri@oW mMMBIUYE!IVI! 06 i n Subj
message body scores 8.3 points. By default, the filter sensitivity is set so that all

messages that score 7 or more points are classified as spam.

A When your users receive lots of spam messages with the current setting, to
make filter more sensitive, try setting a lesser value in the The score that a
message must receive to qualify as spar) for example, 6.

A When your users are missing e-mails because your spam filter thinks they are
junk, try reducing filter sensitivity by setting a higher value in the The score that a
message must receive to qualify as spar

6 To reduce the load on your Windows server, you can select the Do not
filter if mail size exceeds specified siheck box and specify the maximum
size of the message that the spam filter will test. Recommended mail
size limit is 150 - 250 Kbytes, which is usual for mail messages in
HTML format with images. The size of the mail is considered critical
for filter and server overload when it exceeds 500 Kbytes, which is
usual for mail messages containing attachments.

7 To make sure that the spam filter on your Windows server is not
leaving some e-mail messages unchecked (this can happen if the
amount of incoming mail is very large), limit the number of e-mail
messages that can be checked simultaneously in the Number of threads
that spam filter can credield.

8 Specify how to mark messages recognized as spam.
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At the server level, you cannot set the server-wide spam filter to automatically

delete spam: you can do it only on a per-mailbox basis. So, for the server-wide

policy, you can choose onl y-SpanaFlka g:g YWES® agred
i XSpam-St at us: YesoO headers are added to the me
you want, the spam filter will additionally include a specific text string to the

beginning of Subject line. To include a desired combination of symbols or words to

the message subject, type it into the Add the following text to the beginning of subject of

each message recognized as sfix If you do not want the spam filter to modify

message subject, leave this box blank. If you want to include into the subject line

the number of points that messages score, type _SCORE_ in this box.

9 If you use Parallels Plesk Panel for Windows, define the language
characteristics of mail that should always pass the filter by specifying
trusted languages and locales.

A Select the required items from the boxes under Trusted languagesnd Trusted
localesand click Add >>

A Letters written in the specified languages and with the defined character sets
will not be marked as spam.

10 If you do not want your users to receive e-mail from specific domains
or individual senders, click the Black Listtab, and then add the
respective entries to the spam filter6s

A To add entries to the black list, click Add Addressedf you have a list of entries
stored in a file, click Browseto specify it, and then click OK Otherwise, select the
From Lisboption, and type the e-mail addresses into the E-mail addressebox.
Place each address in one row, or separate addresses with a coma, a colon, or
a white space. You can use an asterisk (*) as a substitute for a number of
letters, and question mark (?) as a substitute for a single letter. For example:
address@spammers.net, user? @spammers.net, *@spammers.net. Specifying
*@spammers.net will block the entire mail domain spammers.net. To save the
entries you added, click OK then confirm adding, and click OKagain.

A To remove entries from the black list, under the Black Listab, select the entries
and click RemoveConfirm removal and click OK

11 If you want to be sure that you and your users will not miss e-mail
from specific senders, click the White Listab, and then add e-mail
addresses or entire domains to the spar

A To add entries to the white list, click Add Addressedf you have a list of entries
stored in a file, click Browseto specify it, and then click OK Otherwise, select the
From Lisboption, and type the e-mail addresses into the E-mail addressebox.
Place each address in one row, or separate addresses with a coma, a colon, or
a white space. You can use an asterisk (*) as a substitute for a number of
letters, and question mark (?) as a substitute for a single letter. For example:
address@mycompany.com, user?@mycompany.com, *@mycompany.com.
Specifying *@mycompany.com will add to the white list all e-mail addresses that
are under the mycompany.com mail domain. To save the entries you added,
click OK then confirm adding, and click OKagain.

A To remove entries from the white list, under the White Listab, select the entries
and click RemoveConfirm removal and click OK

12 Once finished with setting up the spam filter, click Switch Onand then
click OK
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Now all the incoming mail will be filtered on the server side. By default, spam filter
does not delete spam mail, it only adds the "X-Spam-Flag: YES" and "X-Spam-
Status: Yes" headers to the message, and "****SPAM*****" text string to the
beginning of Subject line of each message recognized as spam.

If you have enabled the Allow personal settingsption, then your users will be able to
set their spam filters so as to automatically delete junk mail. They will also be able
to set up their personal black and white lists of correspondents that will override the
server settings, and teach the spam filter on a per-mailbox basis.

If you wish to adjust spam filtering settings for a specific mailbox, proceed to the
section Protecting Mailboxes From Spam (on page 244).

Setting Up Spam Protection Based on DomainKeys

3

To switch on spam protection based on DomainKeys:

In Parallels Plesk Panel for Linux, go to Home> Mail Server Setting
Parallels Plesk Panel for Windows, go to Home> Mal Server Settings
Spam Filteringab.

Under the DomainKeyspam protectioigroup, select the following options:

A Allow signing outgoing maflelecting this option allows you and your customers to
switch on support for DomainKeys e-mail signing on a per-domain basis through
the domain administration screens of the control panel (Domains dlomain namg
Mail > Preferences > Use DomainKeys spam protection system to sign ouigibing e
message®ption). It does not automatically switch on signing of outgoing e-mail
messages.

A Verify incoming maiBelecting this option will configure the DomainKeys system
to check all e-mail messages coming to e-mail users under all domains hosted
on the server.

Click OK

Now your mail server will check all incoming e-mail messages to ensure that they come
from the claimed senders. All messages, sent from the domains that use DomainKeys
to sign e-mail, which fail verification will be discarded. All messages, sent from the
domains that do not participate in the DomainKeys program and do not sign e-mail, will
be accepted without verifying.

i

To switch on signing outgoingrail messages for a single domain:
Go to Domains ®lomain name Mail > Preferences.

Select the Use DomainKeys spam protection system to sign outgoiad e
messagesheck box.

Click OK

To switch on signing outgoingr&il messages for a number of domains at once:
Click Domains

Select the check boxes to the left of the domain names you need. To
select all domains in the list, select the upper left check box in the
column heading.

Click Group Operations
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4 Under Preferencesselect the Switch onoption next to the Use DomainKeys
spam protection system to sign outgoirgal messageteld.

5 Click OK
Now, the following will happen for the selected domains:

A Private keys are generated and placed in the server's database.

A Public keys are generated and placed in the TXT resource records created in the
domains' DNS zones.

A The sender's policy advertised in the DNS TXT resource records is set to "all e-mail
messages sent from this domain must be cryptographically signed; if someone
receives an e-mail message claiming to originate from this domain, which is not
signed, then this e-mail must be discarded.”

A Outgoing e-mail messages are digitally signed: the "DomainKeys-Signature"
header containing a signature based on a private key is added to the message
headers.
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Switching On Spam Protection Based on DNS Blackhole Lists

You can use free and paid subscription blackhole lists with your server. Visit
http://spamlinks.net/filter-dnsbl-lists.htm and choose a DNSBL server you want to use.

To switch on spam protection based on DNSBL.:
Go to Home> Mail Server Settings
Select the Switch on spam protection based on DE&khble listscheck box.

In the DNS zones for DNSBL seniigeut box, specify the host name that
your mail server should query, for example: sbl.spamhaus.org.

4 Click OK
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Now, e-mail messages from known spammers should be rejected with an error code
550 (connection refused).

Setting Up Support for Sender Policy Framework System

U To set up support for Sender Policy Framework on your server:

1 Go to Home> Mail Server Setting3 he server-wide mail preferences
screen will open on the Preferencesab.

2 Select the Switch on SPF spam protectiomeck box and specify how to
deal with e-mail:

A To accept all incoming messages regardless of SPF check results, select the
Create only Received SfFaders, never blodption from the SPF checking mode
drop-down box. This option is recommended.

A To accept all incoming messages regardless of SPF check results, even if SPF
check failed due to DNS lookup problems, select the In case of DNS lookup
problems, generate temporary erason from the SPF checking modkop-down
box.

A To reject messages from senders who are not authorized to use the domain in
guestion, select the option Reject mail if SPF resolves toffaim the SPF checking
modedrop-down box.

A To reject the messages that are most likely from senders who are not authorized
to use the domain in question, select the option Reject mail if SPF resolves to softfail
from the SPF checking modiop-down box.

A To reject the messages from senders who cannot be identified by SPF system
as authorized or not authorized because the domain has no SPF records
published, select the option Reject mail if SPF resolves to nelitoah the SPF
checking moddrop-down box.

A To reject the messages that do not pass SPF check for any reason (for
example, when sender's domain does not implement SPF and SPF checking
returns the "unknown" status), select the option Reject mail if SPF does not resolve
to passfrom the SPF checking modkop-down box.

3 To specify additional rules that are applied by the spam filter before
the SPF check is actually done by the mail server, type the rules you
need in the SPF local rulebox.


http://spamlinks.net/filter-dnsbl-lists.htm
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6

We recommend that you add a rule for checking messages against the open
database of trusted senders, for example, 'include:spf.trusted-forwarder.org'. For
more information on SPF rules, visit http://www.ietf.org/internet-drafts/draft-schilitt-
spf-classic-02.txt.

To specify the rules that are applied to domains that do not publish
SPF records, type the rules into the SPF guess rulelsox.

Specifying a/24 mx/24 pgives good results for spam filters scoring Received-SPF
lines.

To specify an arbitrary error notice that is returned to the SMTP
sender when a message is rejected, type it into the SPF explanen text
box.

If no value is specified, the default text will be used as a notification.
To complete the setup, click OK

Setting Up Servavide Black and White Lists
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To block mail from specific domains:
Go to Home> Mail Server Settings
Click the Blad Listtab.

Click Add Domain

Specify the name of the domain from which you do not want to
receive e-mail. For example, 'evilspammers.net'.

Click OK
Repeat steps from 3 to 5 to add as many domains as required.

To allow mail reception from specific domaingetworks:
Go to Home> Mail Server Settings

Click the White Listab.

Click Add Network

Specify an IP address or range of IP addresses from which mail must
always be accepted.

Click OK
Repeat steps from 3 to 5 to add as many addresses as required.


http://www.ietf.org/internet-drafts/draft-schlitt-spf-classic-02.txt
http://www.ietf.org/internet-drafts/draft-schlitt-spf-classic-02.txt
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Setting Up Virus Protection (Linux Hosting)

To provide your e-mail users with anti-virus protection, you can use either the Dr. Web
or Kaspersky Antivirus solutions. Both Dr. Web and Kaspersky Antivirus can scan
server's mail traffic in real time, however, only Kaspersky Antivirus allows fine tuning
and filtering of specific file types from attachments.

The both programs require an additional license key with annual renewal. Check the
current prices with your provider or visit Parallels site.

To install DWeb or Kaspersky Antivirus:
Go to Home > Updates.
Click your Parallels Plesk Panel version.

In the list of components, select either Dr.Web antivirus or Kaspersky
antivirus.

4 Click Install.

After the installation is completed, obtain and install a license key for the selected
antivirus program, as described in the following steps.

5 Go to Home > License Management.

6 Click Order New Key. The Parallels online store page listing available
add-ons opens in a new browser window.

7 On this page, select the check box next to the Dr. Web antivirus or
Kaspersky Antivirus item and click ADD TO MY BASKET.

8 Because Parallels Plesk Panel add-ons are added to the license keys
that already exist, the Parallels Plesk Panel Number Checking System
page will open. Enter the number of your license key to which you add
this feature and click Submit.

9 In the next steps, indicate the currency, number of keys, provide
contact details, billing address, and payment method, and submit the
form. You will be notified by e-mail when your order is processed.

10 When you receive the e-mail notice, return to the License
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Management screen (Home > License Management) and click '?"'
Retrieve Keys to retrieve the ordered license key. Parallels Plesk
Panel License Manager will retrieve the upgraded license key from the
Parallels licensing server and install it to your control panel.

11 Go to Settings > Virus Protection Settings.

12 Under Antivirus preferences, select the antivirus you need and click
OK.

If you installed Dr.Web, you can switch on antivirus protection only on a per-mailbox
basis, and only after you have set up mailboxes. By default, virus definitions are
retrieved every 5 hours from Dr.Web site, and this setting is not changeable through
the control panel.
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To set up anti-virus protection for a mailbox, proceed to the section Protecting
Mailboxes From Viruses (on page 249).

If you installed Kaspersky Antivirus, for instruction on setting up and using antivirus,
see the Kaspersky Antivirus Module Administrator's Guide at
http://www.parallels.com/en/products/plesk/docs/.



http://www.parallels.com/en/products/plesk/docs/
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Setting Up Virus Protection (Windows Hosting)

To protect your users from viruses and other malicious software that spreads itself
through e-mail, you may want to switch on antivirus service that comes with your
control panel.

To set up and switch on antivirus for all users' mailboxes:
Go to Settings> Virus Protection Settings

Select the desired scanning mode.

To allow users to adjust scanning settings for incoming and outgoing
mail, select the respective check boxes.

4 Click OK.
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The antivirus is now switched on. It will scan mail and delete all infected messages.

Configuring Mailman Mailing Ssfftware (Linux
Hosting)

To provide your customers with capabilities to run their own mailing lists or newsletters,
you should install the GNU Mailman package on your server (you could have done so
during installation of Parallels Plesk Panel), and set up the mailing list administrator's
account, otherwise it will not work.

To set up the mailing list administrator's account from your control panel:

Go to Settings> Set Up Mailing Lists Server

2 Specify the user name and password that you will use for
administration of mailing lists and their settings.

3 Click OK
Once you have set up the Mailman administrator's account, you can configure the

mailing list software or change your administrative login and password by visiting the
URL: http://lists.yourservername.tld/mailman/admin/mailman

Note: After you have set up Mailman administrator's account, the Set Up Mailing Lists
Servericon will be no longer be accessible from the control panel.

Preveting Your Customers From Sending MassiE
(Linux Hosting)

U To prevent your users from sending maswg#, do the following:

1 Create a file named maxrcpt in the directory
$QMAIL_ROOT_D/gmail/control/
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where $QMAIL_ROOT_D is the location defined in the file /etc/psa/psa.conf
file.

2 Type the number of allowed recipients in this file and save it.

Note that this number also affect sending of messages to mailing list or mail group
subscribers. That is, if you set the value to 100, then only 100 subscribers will receive
the message sent to the mailing list or mail group.

When you no longer need to restrict the number of recipients, delete the maxrcpt file.

Configuring Parallels Plesk Panel for
Database Hosting

You can host users' databases either on a single server or on a number of different
servers. Having the user databases on a remote server can be useful in multi-server
installations, where centralized database hosting can be preferable for administration,
backup, and resource utilization. However, if you have a single Parallels Plesk Panel
server, you are advised to keep all databases on it.
U To use remote database servers with your hosting server, you need to:
1 Set up a remote database server:

1. Install MySQL, PostgreSQL, or Microsoft SQL software.

2. Set up database administrator's account.

3. Enable network access to the database server.

2 Configure Parallels Plesk Panel for working with your remote
database server.

In this section:

Setting Up Remote Database HOSEING ..........ovveiiiiiiiiiiiicie e 79
Managing Database SErVerS.........oooiiiiii e 81
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Setting Up Remote Database Hosting

After you have set up the required remote database server, you need to register this
database server in Parallels Plesk Panel.

To register a dabase server with Parallels Plesk Panel:
Log in to Parallels Plesk Panel.
Go to Home> Database Serverand click Add Database Server

Specify the properties of the database server:
A Specify database server engine in the Database server typeenu.
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A Specify hostname or IP address of the database server.

A Specify the port number the database server is listening on. This option is
available only for MySQL. By default, MySQL servers listen on port 3306. You
can leave the Port numbebox blank, if your MySQL database server is listening
on the default port.

Note: Do not enter the value for MySQL server port equal to 8306, because it is
used by Parallels Plesk Panel for communication with its internal database.

A Specify which database type is running on the database server.

A To make this database server default for
the Use this server as default for Mys@ck box. If you have a MS SQL database
server, select the check box Use this server as default for MS &Qeled.

A Specify the database server administrator's login name and password.
4 Click OK

U To set up database hosting preferences that will affect all databases created through
Parallels Plesk Panel:

1 Go to Home> Database Servets Preferences

2 To simplify maintenance of customers' databases, select the Add
client's login name and underscore to beginning of database claewsbox. All
names of newly created databases will look like client's login
name_database name. This will allow you to locate databases related
to a particular Parallels Plesk Panel user. Note that even if you do not
select this check box, on creation of a new database, Parallels Plesk
Panel will add client's login name to the database name input box,
and you will be able to edit it or remove it.

3 You can also set up Parallels Plesk Panel to add client's login names
to corresponding database user names, further simplifying the
maintenance of customers' databases. To do so, select the Add client's
login name and underscore to the beginning of database useratenksox. All
names of newly created database users will look like client's login
name_database user name. This will allow you to locate database
users related to a particular Parallels Plesk Panel user.
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4 Specify whether creation of databases is allowed on your Parallels
Plesk Panel server. Some applications do not support remote
databases and can work only with databases hosted on the same
server. We recommend leaving the default option Allow local hosting of
databases for these Web applicatisekected, otherwise, you will not be
able to use such applications.

5 Click OK

If you want to back up databases hosted on a remote MS SQL Database Server you
set up earlier, you need to configure the backup settings for that MS SQL Database
Server.

To configure bacip settings for remote MS SQL Database Server:

Go to Home> Database Serveend click the required remote MS SQL
Database Server name.

2 Specify the temporary directory for remote MS SQL Database Server
in the Temporary network directdigld.

This directory can be located anywhere in your network and it is required for
backing up and restoring MS SQL databases. This directory must be accessible
over the network by both the Parallels Plesk Panel server and the MS SQL server:
both Parallels Plesk Panel and the user that is running remote MS SQL Database
Server must have read/write access to this directory.

3 Provide username and password required for accessing the temporary
network directory.

4 Click OK
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Managing Database Servers

To manage a database server:

Go to Home> Database Servers

Click the & icon corresponding to the database server you need. A
Web interface of a database management tool will open in a separate
browser window.

To change the ddiase server administrator's password:

Go to Home> Database Servers

Click the host name of a database server.

Click Change Password

Type the new password and click OK
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To unregister a database server from Parallels Plesk Panel:

Go to Home> Database Seevs

Select the check box to the right of
Click Remove

Confirm the operation and click OK
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To unregister a database server that has databases or is assigned as default for
hosting customers' databases from Parallels Plaskl:

c:

1 Delete databases from the database server:
1. Go to Home> Database Servers

2. Click the host name of a database server that you wish to
unregister from Parallels Plesk Panel.

3. Select the check box in the upper left corner of the list to
select all databases.

4. Click Remove
5. Confirm removal and click OK
2 Make another database server default:

1. Click the Database servehortcut in the path bar at the top of
the screen.

2. Click the host name of a database server that you wish to
make default. This should be the same database server type
(MySQL or MS SQL) as the one you are going to delete.

3. Click Preferences and Select the Use this server as default for
MySQlcheck box. If you have a MS SQL database server,
select the Use this server as default for MS 8kck box.

4. Click OK
3 Return to the list of database servers (Home> Database Servers
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4 Select a check box corresponding to the database server that you no
longer need.

5 Click Remove
6 Confirm the operation and click OK

Important: You cannot remove Web applicationsd dat abases this way.

them, you should first remove the respective Web applications from the domains that
use them.

For instructions on managing databases, refer to the Deploying Databases (on page
183) section of this guide.

Configuring the Connection to External
Database Management Systems
(Windows Hosting)

If you want your users to access the data from an external database management
system, you should use Open Database Connectivity (ODBC) drivers. For example,
you can install a Microsoft Access ODBC driver, creating a connection to external
Microsoft Access database, and let Web applications use this database for storing their
data.

In this section:

Creating New Connections to External Databases (Windows Hosting).............. 83
Changing Settings Of Existing ODBC Connections (Windows Hosting)............. 83
Removing Connections to External Databases (Windows Hosting) ................... 83
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Creating New Connections to External Databases
(Windows Hosting)

To let web applications of your clients use external databases for storing the data, you
need to create connections to these external databases by installing appropriate ODBC
drivers.

To install a new ODBC driver, creating a connection to an external database:
Go to Home> Servergroup title menu > ODBC Data Sources
Click Add New ODBC DSN

Specify the ODBC connection name and description in the
corresponding fields.

Select the required driver in the Driverfield.
Click OK

6 Choose the appropriate options on the driver configuration screen.
Typically, you should specify the path to the database, user
credentials and other connection options, depending on the selected
driver.

7 Click Testto check whether the connection will function properly with
provided settings. Click Finishto complete the creation.
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Changing Settings Of Existing ODBC Connections
(Windows Hosting)

To change settings of an existing ODBC connection:

Go to Home> Servergroup title menu > ODBC Data Sources
Click the required connection name in the list.

Change the settings as needed.

Click Testto check whether the connection will function properly with
new settings. Click Finishto save changes.
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Removing Conneaghs to External Databases
(Windows Hosting)

To remove a redundant ODBC connection:
Go to Home> Servergroup title menu > ODBC Data Sources

2 Select a check box corresponding to the connection you want to
remove.

3 Click Removeconfirm the removal and click OK
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Enabling Support for Adobe ColdFusion
(Linux Hosting)

If you want to support ColdFusion scripts on the server, you should obtain a distribution
package from Adobe and then install it on the server. Parallels Plesk Panel supports
Adobe ColdFusion versions 6,7, and 8.

After you have installed Adobe ColdFusion on your server, do the following:
Login to Parallels Plesk Panel as administrator.

Go to Home> Updates

Click a link corresponding to the appropriate release version.

Select the check box corresponding to the ColdFusion support for Parallels
Plesk Panatem, and click Install Confirm the installation when
prompted.

5 Once the selected components are installed, go to Home> ColdFusion
Settings

Specify the path to ColdFusion installation directory and click OK
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