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4 Preface

Preface

In this section:

ADOUL ThIS GUIE......ciiiiiiiiiii e 4
Who Should Read ThiS GUITE .........uvuuiiiiieeeiieeiiiees et 4
Prerequisites for ThiS DOCUMENT ..........uuuuuuiuiiiiiiiiiiiiieiiiiiiiienieieeeeeeeeeeeeeeeeeeeeeeaee 5
Typographical CONVENLIONS ..........oooiiiiiii e 5
[T T=T0 | o = Lo SRR 6

About This Guide

This part of Plesk API RPC documentation includes the protocol overview and samples of
tools used to interact with Plesk server via the protocol.

= Chapter Plesk API RPC Protocol (on page 7) states the concepts of Plesk API RPC
technology. It explains what Plesk APl RPC protocol is, why it is necessary, how Plesk
XML API can be used for the interaction between Plesk and third-party software, and the
main interaction principles as well.

= Chapter Creating Client Software (see page 20) touches upon the programming issues, it
is meant to explain what kind of software should be created, what steps should be
implemented to serve the data turnaround, and so on. Each step is considered in detail
using code samples where necessary.

Who Should Read This Guide

This part of Plesk APl RPC documentation is addressed to the developers who want to
implement a kind of a remote Plesk manager or other software capable of managing Plesk
objects remotely.
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Prerequisites for This Document

Users of this document should be familiar with the following:

= Plesk functionality and business logic.

= HTTP messages (types, structure). Refer to the RFC 2616
(http://www.ietf.org/rfc/rfc2616.txt).

= XML basics (idea, syntax, elements, attributes). Refer to the W3Schools XML Tutorial
(http://www.w3schools.com/xml/default.asp).

= XML Schema (idea, simple and complex elements, XSD indicators, data types). Refer to
the W3Schools XML Schema Tutorial (http://www.w3schools.com/schema/default.asp).

Typographical Conventions

The following kinds of formatting in the text identify special information.

Formatting convention

Type of Information

Example

On-screen computer output in
your command-line sessions;
source code in XML, C++, or
other programming languages.

Special Bold Names of operators and Go to the QoS tab.
operations.
Titles of chapters, sections, Read the Basic Administration chapter.
and subsections found in the
other documents.
Italics Emphasizes the importance of | The system supports the so called
a point, to introduce a term or |wildcard character search.
to designate a command line
placeholder, which is to be
replaced with a real name or
value.
Monospace The names of commands, The license file is located in the
files, and directories. httpdocs/common/licenses
directory.
Preformatted # 1s -al /files

total 14470

Preformatted Bold

What you type, contrasted with
on-screen computer output.

# cd /root/rpms/php

CAPITALS

Names of keys on the
keyboard and names of
operations on the title page of
an operator.

SHIFT, CTRL, ALT



http://www.w3schools.com/xml/default.asp
http://www.w3schools.com/schema/default.asp
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Formatting convention Type of Information Example

KEY+KEY Key combinations for which CTRL+P, ALT+F4
the user must press and hold
down one key and then press
another.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide's title,
chapter and section titles, and the fragment of text in which you have found an error.



http://www.parallels.com/en/support/usersdoc/

CHAPTER 1

Plesk APl RPC Protocol

To support interaction between Plesk and third-party software, Plesk provides XML-
based API. This interface exposes a set of functions for managing Plesk logical
objects. The Plesk API RPC protocol was designed as a means of calling to these API
functions remotely. This is the XML-over-HTTP protocol that exchanges data in the
form of specifically formatted packets.

Who can use Plesk APl RPC protocol

At the moment, the use of Plesk API RPC protocol is allowed to Plesk Administrators
and Plesk Clients (the list of APl RPC users tends to be enlarged). These users are
provided with programmatic means of managing various Plesk objects they own.

= Plesk Administrators are allowed to perform all operations of whatever version of
the API RPC protocol they use.

= Plesk Clients have access to a limited number of operations within each particular
version of APl RPC. When using a Plesk Client account, a strict requirement is that
options 'CP access' and 'Ability to use remote XML interface' are enabled, of which
Plesk Administrator should be requested in advance.

Note: There are no APl RPC versions designed specifically for Plesk for Linux/Unix or
Plesk for Windows. Both products share the same versions of Plesk API RPC protocol.

What versions of Plesk APl RPC protocol are in use

Plesk API RPC protocol evolves in sync with Plesk constantly: When new features
appear in Plesk, they are implemented in the protocol. Here are the versions of Plesk
API RPC protocol recommended for use with the later versions of Plesk:

Plesk version Plesk API RPC protocol version
Plesk 7.5.4 for Linux/Unix 1.35.1
Plesk 7.5.6 for Windows 1.4.0.0

Plesk 8.0 for Linux/Unix | Plesk 7.6 for Windows 1.4.0.0, 1.4.1.0 (updated)

Plesk 7.6.1 for Windows 1411
Plesk 8.0.1 for Linux/Unix 1.4.1.2
Plesk 8.1.0 for Linux/Unix | Plesk 8.1.0 for 1.4.2.0
Windows

Plesk 8.1.1 for Linux/Unix | Plesk 8.1.1 for 1.5.0.0

Windows
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Plesk version Plesk API RPC protocol version
Plesk 8.2 for Linux/Unix | Plesk 8.2 for Windows 1.5.1.0
Plesk 8.3 for Linux/Unix | Plesk 8.3 for Windows 1.5.2.0
Plesk 8.4 for Linux/Unix | Plesk 8.4 for Windows 1521

Note that every version of Plesk supports all versions of Plesk APl RPC existing by the
moment of the product release. For instance, Plesk 7.6.1 supports version 1.4.1.1 of
API RPC, but it will work with versions 1.4.0.0 and earlier, too.

In this chapter:

ClIeNt=-SEIVEI MOAEL.......uuiiieiii e e e e e eaas 8
APIRPC PACKELS ... e et e et e e 9
DESCIIPIOIS OVEIVIEW ...ttt 18
GUIDS OVEIVIEW ...ttt ettt e e e e e et e e st e et e s st e e sb e e saaeesaneenens 19

Client-Server Model

Interaction between Plesk and third-party software is based on the client-server
programming model.

HTTP .
= | XML - o—
CLIEHT C— SERVER
- ¥ML| = o—
HTTFP

Figure 1: Interaction between Plesk and third-party client software

o]

The server part is presented by Plesk APl RPC server (hereinafter called Plesk server
or the server) which is a part of Plesk. The client-part software should be created by a
third party.

A client-part application forms an XML-based request packet (hereinafter called API
RPC packet or the packet), adds a standard HTTP header, and sends it to a Plesk
server. On the server side, the packet gets to Plesk server that validates the packet
and calls internal Plesk functions to perform the requested operations. Then, it forms
the packet containing the performed operation details and sends it back. The client
receives this resulting packet (the operation status and, possibly, an error message or
operation parameters), retrieves the information, and the interaction ends.



Plesk API RPC Protocol 9

API RPC Packets

API RPC packet is a simple XML document included to a HTTP message body.

In fact, Plesk API RPC supports two types of packets:

= request packets - formed by the client-part software and sent to Plesk server via
Plesk API RPC

= response packets - formed by Plesk server and sent to the client. A response
packet contains the execution status of the requested operation and can contain an
error message if the operation fails.

Packet Structure

A packet can be represented graphically in the following way:

HTTP header

HTTP_AUTH_LOGIN = ...
HTTP_AUTH_PASSWD = ...

Plesk API RPC o
header

Packet body

XML

<client>

<iclient>

Figure 2: XML API compliant packet structure

Speaking of the Plesk XML-RPC packet structure, we distinguish the following parts:

1 HTTP header — transport part. Besides other standard information, it must contain
data on the server where the operation will be performed, and the login credentials
of Plesk user on whose behalf the operation will be performed.

Packet header specifying the version of Plesk APl RPC protocol.
Packet body defining operations that are to be performed by Plesk server.
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The packet body is structured as follows:

<[operator]>
<[operation]>
< [parameterl]> ...<[parameterl]>

< [parameter2]> ...<[bparameter2]>

</ [operation]>
</ [operator]>

This example shows the common structure of the packet body, with one [operator]
element and one [operation] element within. In a particular implementation, labels
[operator], [operation], [parameter] should be substituted by real operators, operations,
and parameters.

Note: There can be many operation sections within one operator. Also, starting from
API RPC v. 1.4.0.0, a single packet allows multiple operator elements.

You can look for particular values of labels [operator], [operation], and [parameter] in
two places:

= The Supported Operation section of the APl RPC Reference presents the detailed
description of how to create a request packet for a particular operation.

= |f the operation you need is not described in the Supported Operations section of the
API RPC Reference, then you can form the packet on your own using the XML API
schemas. All API schemas are listed in the API RPC Versions section of the API RPC
Reference. Search within a particular section marked by the API RPC version you
need.

Hereinafter, we refer to XML packet header and body together as to a packet.
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Packet Sample

Here is an example of Plesk API RPC message sent to the Plesk server:

POST
/enterprise/control/agent.php
HTTP/1.1

Host: 10.58.83.1:8443

Accept: */*

HTTP header

The HTTP header indicates that the HTTP
method used is POST, the handling agent
is located at
/enterprise/control/agent.php,
and the HTTP version is 1.1. The Host

HTTP AUTH LOGIN: admin element specifies IP address and the port
N B of the Plesk server to which the message

HITP AUTH PASSWD: setup is addressed. HTTP AUTH LOGIN and
HTTP AUTH PASSWD elements hold Plesk

Pragma: no-cache Administrator’s login credentials. The
Content-Type must be "text/xml". The

Content-Length: 1398 length of the passed message is also
required.

Content-Type: text/xml

<?x ml version="1. 0"

encodi ng=8"UTF Beginning of the XML part

standal one="no” ?>

<packet versi on="1.Packetheader

The version attribute specifies the required
version of Plesk APl RPC protocol.
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<client>
<add>
<gen info>

<cname>LogicSoft
Ltd.</cname>

<pname>Stephen
Lowell</pname>

<login>stevelow</login>

<passwd>steve78</passwd>
<status>0</status>

<phone>416 907
9944</phone>

<fax>928 752
3905</fax>
<email>host@Rlogicsoft.net</em
ail>

<address>105 Brisbane
Road, Unit 2

</address>
<city>Toronto</city>
<state/>

<pcode/>

Packet body

Always starts from tag of the related
operator.

This particular packet uses the client
operator to create a Plesk client account.
The elements nested within the gen_info
node contain data necessary to register
the new client in Plesk database.

The elements nested within the limits node
specify the client’s restrictions imposed on
use of various Plesk resources.

The elements nested within the permissions
node indicate the state (enabled/disabled)

of various management capabilities for the
new client.

E.g., the remote_access_interface node
nested within permissions indicates that the
client is allowed to access Plesk object via
Plesk API RPC.

<country>CA</country>
</gen_info>
</add>

</client>

The structure of the packet body is
compliant with the client input.xsd
XML schema of Plesk XML API1 v.1.4.0.0.

</packet>

Trailing tag closing the packet
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The example above shows the request message structure. Both types are similar in the
structure, but HTTP headers and bodies look different. Message sent by the server in
response to the request above could look as follows:

HTTP/1.1 200 OK
Connection: close

Content-Length: 161
Content-Type: text/xml

Date: Mon,

3 Jul 2006 10:55:08

Standard header of the HTTP server
response

The MIME type is text/xml. The
Server element shows that the
request was handled by Plesk v.8.0.0
on the server side.

GMT

Server: Plesk/800

<?x ml version="1.0"

encodi ng=8"UTF Standard header of a valid XML document

standal one="no"” ?>

<packet version="1. XML packet header

<client> Packet body

<add> The root node of the packet body is
the client operator.

<result>

<status>ok</status>

The nested lines indicate that the

<id>5361</id> ADD operation was successfully
performed. Also, the server passes
</result> back the client’s ID.

</add>

</client> The structure of the packet body is
compliant with the
client output.xsd XML schema
of Plesk XML API v.1.4.0.0.

</packet> Trailing tag closing the packet
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Validation Schemas

XML schema are used in the following two cases:

1 When a packet is created (request packet created by developer/client software, or
response packet created by Plesk APl RPC server)

2 When a packet is read and validated (request packet validated by Plesk server, or
response packet validated by a client software)

Creating XML-RPC packets

First, let us look at how to retrieve the useful information from the XML schema when
creating a packet. Assume that we have Plesk Client access permissions, and need to
create a domain and remove some old ones. Assume that we know the version of
Plesk installed on the server side, say, it is Plesk 8.0 for Linux/Unix. All this means that
we better use version 1.4.1.0 of APl RPC. The operations on domains for this version
are described in the relevant domain input.xsd schema. Its graphical
representation (a cut version) correlates with the body of the XML packet as follows:

add [%]—(—--—E—| gen_setup [%]—(—EEEI— =

(ElDﬂ'lﬂiﬂ I:T']—(—"EEI- e
- del  EH———H filter B——{~@ 3 --id &
m3ins Fliter don e

Figure 3: XML schema

XML packet body looks as follows:

<domain>
<add>
<gen_setup>
<name>newdomain.com</name>
<ip address>123.123.123.123</ip address>
</gen_setup>
</add>
<del>
<filter>
<id>1</id>
<id>2</id>
<id>3</id>
</filter>
</del>
</domain>
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Here, the requested domain operations (ADD and DEL) are nested within the DOMAIN
operator element. Similarly, operations on Plesk clients would require the use of the
CLIENT operator, and so on. For information on which operators supported by each
API RPC version, refer to the API RPC Versions section of the APl RPC Reference.

Note that starting with version 1.4.0.0, Plesk API RPC supports heterogeneous
requests, i.e., the requests for operations on different Plesk objects. Such a request
can look as follows:

<client>
<add>
</add>
</client>
<domain>
<add>
</add>
</domain>

Each group of operations is isolated within the relevant operator so that operations with
similar names requested for different Plesk objects would never conflict.

Validating XML-RPC packets

Let us look at how Plesk APl RPC server chooses the right XML schema(s) to validate
a packet just arrived.

1410 1400 1351

|I:-I:su:| D@Ms{d @ |I:-I:su:| @

Plesk APl BPC zerver

=client= amain agent
=add= .ﬂ-.gent b _I
- Engine il » client agert
=ladd= - = =
=fclient= dnz agent I

Figure 4: The structure of Plesk APl RPC server

Plesk API RPC server is arranged as a set of agents — or operators — managed by the
Agent Engine. Every agent is a logical block responsible for handling a certain group of
commands, and the Agent Engine serves as a packet dispatcher.
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In addition, Agent Engine is associated with several sets of XML API schemas. Each
set relates to a certain APl RPC version supported by Plesk. An entry point to each
version is the agent input.xsd file that references all ‘input’ schemas of the same
version.

Plesk API RPC server functions as follows. First the pure XML packet, its HTTP header
peeled off, gets to Agent Engine. Agent Engine retrieves the required APl RPC version
from the packet header and decides which of two supported schema resolution models

to apply.

Old schema resolution model

The old schema resolution algorithm is applied to incoming packets that specify API
RPC version 1.3.5.1 and lower. This algorithm does not implement the validation as it
is. Once Agent Engine has read the API RPC version form the packet header, the
incoming packet is passed further to the relevant operator. The operator parses the
packet body, forms calls to Plesk internal functions, performs these invocations, gets
the result, forms the response API RPC packet, and returns it to Agent Engine.

Flesk internal
funclions

XML -E.

=client=
_ _——

=acd= client operator I perform m
facdd=
e iclient= Operator client adds and m

deletes Plesk clients o,
from Plesk and modifies “

various client seflings.

Figure 5: Old schema resolution model
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New schema resolution model

In Plesk 8 for Linux/Unix / Plesk 7.5.6 for Windows and higher, validation takes place
before the incoming packet is passed to the proper operator. The Agent Engine
retrieves the APl RPC version from the packet header, chooses the matching set of
XML schemas, and switches to the right agent input.xsd schema. This schema
validates the operator level of the packet, after which each operator section of the
packet is validated with the proper subsequent schema.

Plezk API RPLC server

Agent Engine validates the
incoming XML packet using the

lid K I agent_input.xsd schema and all
validate| o [ subsequent schemas
| client_input.xsd

agent_input.xsd E1

K_ML referenced by it,
2c::;zr:b Agent

A Engine
=ladd= if the packet is considered
=icliert= valid, Agent Engine passes

control to one of its agents -to

perform I I
client agert that one specified in the packet

hody.

Figure 6: New schema resolution model

If the packet is considered invalid, Agent Engine forms an error report and sends it
back to the client. If all elements of the packet are validated successfully, Agent Engine
checks whether it has all agent modules necessary for further processing and invokes
them one after another.

Each agent (operator) invoked receives its operator packet section, parses it, forms
calls to internal functions, and returns the result of the executed commands to Agent
Engine.
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Descriptors Overview

Starting with version 1.5.0.0, Plesk APl RPC protocol supports descriptors - containers
that store info on properties of Plesk business logic objects. There are two kinds of
descriptors: object descriptors and property descriptors. Property descriptor is
comprised of parameters that specify an object property. There can be only one
property descriptor for each property. Every object descriptor is composed of a set of
property descriptors and correlation between properties of the object.

Ohject descriptor

Property descriptor
Property 1:
Pararrneters

Link 1 between
property 1 and
property 2

Figure 7: Representation of object descriptor

The basic goal of descriptors is to make object properties independent of a protocol
version. Now to retrieve the properties, you can retrieve object descriptor that shows
properties available for a current user in the current version of Plesk. This provides
more flexible and convenient mechanism of adaptation third-party applications to
changes in Plesk business model.

All descriptors can be divided into the following three groups:

= Server-level descriptors
= Client-level descriptors
= Domain-level descriptors

On the server level one can retrieve general information on availability and possible
limitations of specified services. They are not linked to any specific object.

The client-level descriptors contain data of a specified client. The domain-level
descriptors contain info on a specific domain (domain administrator) or group of
domains belonging to a specified client. That is why descriptors might be changed if
Plesk objects are changed. For instance, if Microsoft Frontpage is not installed, it will
be grayed in hosing settings. But if Administrator installs the application, the hosting
settings descriptor will be changed, and Frontpage support in hosting settings will be
editable.
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Note: It is recommended to keep descriptors in a local directory and update them only
when Plesk objects change. This can be traced using the event_log operator.

The old model of description is also supported in 1.5.0.0.v. of APl RPC.

For more information on descriptors representation in the protocol, refer to the
Representation of Object Descriptors section in the Plesk APl RPC Reference.

GUIDs Overview

In Plesk 8.3 and later versions, each client and domain has the additional property -
Globally Unigue Identifier (GUID). The GUID is assigned by the server when an object
is created and does not change during the object lifetime (unless there is a special
request to do that). Thus, the object can be identified by GUID even if its ID in Plesk
database changed while restoring Plesk data or migrating the data from the other
server. The operations on GUIDs are available in API RPC 1.5.2.0 and later versions.
For details on how to retrieve the object GUID, refer to the ... section of the APl RPC
Reference.

Changing GUID

In some cases, the object GUID is to be changed. For instance, two different objects on
different Plesk servers might have the same GUID. When merging data from the
servers, such collision shall be resolved manually using a special APl RPC operation
that generates a new GUID for one of the objects. There is no way to assign some
specific GUID to an object. The GUIDs can be changed by Plesk Administrator only.
For details on changing objects GUIDs, refer to the ... section of the API RPC
Reference.

Backup/restore objects with GUIDs

Client or domain accounts are restored from a backup with the original name and
GUID. For instance, there is the object named MyObjectl with GUID1. If it is backed up
and then is renamed, or its GUID is changed, the object will be restored as MyObjectl
with GUID1 from the backup.
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Creating Client Software

This chapter focuses on key points of creating client software that will interact with
Plesk via APl RPC protocol. We consider here the tasks that should be fulfilled by
client application, and possible ways of their implementation as well.

Note: Though all code samples in the chapter are in PHP, client software can be
written in any programming language.

In this chapter:

Client APPliCAtioN STFUCTUIE ... ...uiiiiiiiiiiiiiiiiiiiiieieieiieee bbb neeennee 20
Creating Plesk APl RPC PaCKET............uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeiiieeiineeenieeennnnes 21
Sending Request Message Via Plesk APIRPC..........cooviiiiiiiiiiie e, 22
Parsing Response Message Received From Plesk .........cccooviviiiiiiiiiiiiiiieeeniienes 24
HaNAING EITOIS oo 27
ClieNt COUE SAMPIES. ... e e e e e et e e e e e e eananes 29

Client Application Structure

Client application should implement the following stages of data exchange:

= converting requested command to APl RPC-enabled XML packet
= preparing the packet for delivery via HTTP and sending to Plesk
= receiving response from Plesk and extracting the resulting information from the

packet
THIRD PARTY
SOFTWARE CLIENT APPLICATION HTTP library
ol
COMMEnN . ML packet xm | HTTP packet | S
GU - = Builder sender
APl
RPC
zoftware | — — ML packet | xm HTTP packet | . d
module - — parser receiver

Figure 8: Client-side application structure
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The figure above demonstrates how a client application can be structured and how this
structure serves the data turnaround. Each module of this sample application is
responsible for a particular task, that is:

1 XML packet builder accepts a command from the application GUI or a third-party
module. XML packet builder contains a command-to-XML converter for each known
command. Format of the resulting XML packet is fully compliant with the API RPC
version supported by the client application.

2 HTTP packet sender accepts the XML packet. The packet does not contain any
information about the target server and access details, so HTTP packet sender
should store these settings or should be able to get them on demand. HTTP packet
sender forms an HTTP header with Plesk user login credentials and send the
packet to Plesk API RPC server via API RPC protocol.

3 HTTP packet receiver gets the result HTTP packet from the server side, removes
the HTTP header and moves the pure XML response to XML packet parser.

4 XML packet parser analyses the response XML packet for the execution status,
and forms a matching error message if the result is negative. Then it sends the
extracted and handled data back to the GUI or calling module.

The figure above shows HTTP operations as a part of HTTP library. Actually, these
operations can be implemented from scratch, but the easier approach is using some
ready-made and tested HTTP library. The division into HTTP sender and HTTP
receiver is conditional: This was done with the only purpose to separate send and
receive HTTP operations graphically.

Later on, we consider each step in detail, though not coming into the peculiarities of
requests for each supported operation. The detailed information about supported
operations follows in the Supported Operations section of the API RPC Reference.

Creating Plesk APl RPC Packet

At the step of forming request APl RPC packet, client application gets the command
from GUI or a software module to perform a certain operation (or several ones) on one
or more Plesk objects. The application should convert the requested command into the
format of an XML packet compliant with Plesk XML API. To implement the command-
to-XML-packet converter, keep in mind the following.
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Sending Request Message Via Plesk API
RPC

When the Plesk API RPC packet is ready, it should be wrapped into the HTTP header
and sent to the specified server. To perform these tasks, we suggest using any
HTTP/FTP client library. This topic demonstrates how this can be done in PHP using
the CURL engine - a free and open client-side URL transfer library supported in PHP
4.0.2 and higher.

To form the HTTP header, the CURL engine requires the following parameters:

= The URL of the target server formed as a string of the following format:

define ('HOST’, 10.58.97.81") ;

define (' PORT’, 8443) ;

define (°"PATH’ , enterprise/control/ agent.php’);
éﬂrl = ‘“httpsosmT .. " " . PORT . *“ [~ . PATH;

The array of header elements as follows:

Sheaders = array(
HTTP_ _AUTH_LOGI N: admin’
HTTP_AUTH_PASSWD: setup’
‘“Cont €elrytpe: text/ xml'’
)

Then the CURL engine is initialized and set to use HTTPS, and all parameters required
for the HTTP header are passed in to it:

// initialize the curl engine
$ch = curl init();

// set the curl options:

// do not check the name of SSL certificate of the remote server
curl setopt ($ch, CURLOPT SSL VERIFYHOST, 0);

// do not check up the remote server certificate curl setopt (Sch,
CURLOPT_SSL_VERI FYPEER, false);

// pass in the header elements curl setopt ($ch, CURLOPT HTTPHEADER,
Sheaders) ;

// pass in the url of the target server

curl setopt ($ch, CURLOPT URL, S$Surl);
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One more parameter required by the CURL engine is the Plesk APl RPC packet.

Assume that the packet is formed as follows:
Spacket = <<<EOP

<?xml version="1.0" €nc?2e>di ng="UTF
<packet version="1.4.0.0">

<client>

<add>

<gen_info>
<cname>LogicSoft Ltd.</cname>
<pname>Stephen Lowell</pname>
<login>stevelow</login>
<passwd>steve78</passwd>
<status>0</status>
<phone>416 907 9944</phone>
<fax>928 752 3905</fax>
<email>host@logicsoft.net</email>
<address>105 Brisbane Road, Unit 2</address>
<city>Toronto</city>
<state/>
<pcode/>
<country>CA</country>
</gen_info>
<limits>
<disk space>100000</disk space>
<max dom>50</max dom>
<max subdom>250</max subdom>
<max_webapps>30</max_webapps>
<max traffic>50000</max_ traffic>
<max_ db>200</max_db>
<mysql dbase space>50000</mysgl dbase space>
<max_shared ssl 1links>50</max shared ssl links>
<expiration>1134616208</expiration>
</limits>
<permissions>
<create domains>true</create domains>
<manage_ phosting>true</manage phosting>
<manage quota>false</manage quota>
<manage subdomains>true</manage subdomains>
<change limits>true</change limits>
<manage_ dns>true</manage dns>
<manage log>true</manage log>
<manage anonftp>true</manage anonftp>
<manage webapps>true</manage webapps>
<manage sh access>true</manage sh access>
<manage maillists>true</manage maillists>
<make dumps>true</make dumps>
<remote access interface>true</remote access interface>
<cp_ access>true</cp access>
<manage domain aliases>true </manage domain aliases>
</permissions>
</add>
</client>
</packet>
EOP;
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Now let us tell the CURL engine that we expect a request from the server, pass in the
packet to deliver, and trigger the transfer:

// tell CURL to return the result rather than to load it to the
browser

curlisetopt(sch, CURLOPT RETURNTRANSFER, true);

// pass in the packet to deliver curl setopt ($ch, CURLOPT POSTFIELDS,
Spacket) ;

// perform the CURL request and return the result S$Sretval =

curl exec(Sch);

// close the CURL session

curl close(Sch);

Once the request is performed, CURL obtains the resulting HTTP packet on the client
side, removes the HTTP header, and the $Sretval variable gets the pure XML part of
the 'response’ packet.

Parsing Response Message Received
From Plesk

You can use any HTTP/FTP client library to transfer the request to Plesk and to get the
result. In common case, the resulting HTTP packet will be structured as described in
the Plesk APl RPC Packet Structure (on page 9) section. If the CURL engine is used, the
result will be returned in the pure XML format.

The structure of the pure XML packet returned by Plesk API RPC server is defined by
XML schemas of the APl RPC version you use.

Packet is a root node of every response XML packet, the version attribute returns the
version of Plesk APl RPC protocol running on the server.

API RPC version 1.3.5.1 and earlier

B atributes

Cukput

Crebug infa
Figure 9: Old response packet structure

A response packet contains either response of a particular operator (on the figure
above, it is client), or the Plesk application error returned in the system node.
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APl RPC version 1.4.0.0 and higher

1.0

Cperatar output

Result frorm P& lewvel

I e === b
v
1

Figure 10: New response packet structure

A response packet contains either response of particular operator(s), or the Plesk
application error returned in the system node.

For the detailed information on the system and output nodes meanings, refer to the
Handling Errors (see page 27) section.

To examine the structure of the response for a certain operation, you need the output
schema of the relevant operator. This schema can be detected by name, e.g., the
client output.xsd file name indicates that the file describes the outgoing packet
structure of the client operator. Also, starting with version 1.4.0.0 of API RPC, Plesk
XML API ships with the main agent output.xsd schema. This schema enumerates
response data types for all operators supported by a given version of API RPC, and
indicates output schemas matching these operators as well.

Within each [operator] element of a response packet, a typical response data type
contains one or more result elements. This element is represented by a complex type
that typically includes type resultType defined in the common . xsd schema as follows:

<xs:complexType name="resultType'">
<xs:sequence>
<xs:element name="status" type="result status"></xs:element>
<xs:element name="errcode" type="unsignedInt"
minOccurs="0"></xs:element>
<xs:element name="errtext" type="xs:string"
minOccurs="0"></xs:element>
</xs:sequence>
</xs:complexType>

The result element can also contain optional nested elements if any defined in the
complex type.
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In common case, the format of the packet returned by Plesk API RPC server looks as
follows:

<?xml ="1.0" encedi ng>="UTF
<packet version="1.4.0.0">
<[operator]>
<[operation]>
<result>

</regﬁlt>
<result>
</regﬁlt>
<res;it>
</re;ﬁlt>
</ [operation]>

</ [operator]>
</packet>

Here, the [operator] stands for the operator used in the request packet, and the
[operation] means the operation performed. The RESULT element is always used to
isolate the requested information and the execution status of the performed operation.
The RESULT section always contains the STATUS element that contains the execution
status of the performed operation.

Note: A real response XML packet can contain more than one operation within the
operator section if the input packet requested for more multiple operations. Also,
beginning with version 1.4.0.0 of APl RPC, a response packet can contain more than
one operator section if the input packet required for operations on multiple Plesk
objects.

Starting from version 1.4.2.0 Plesk API RPC supports filtering. Filtering is the way the
request XML packet indicates the object to which an operation will be applied. The
request XML packet filters objects using a special <filter> section. Parameters, nested
in the filter node are called filtering rule. If an operation supports filtering, it can have
multiple result nodes depending on the filtering rule. The operation response packet will
contain as many result nodes as many different objects were matched by the filtering
rule.
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Handling Errors

The server part reports about two types of errors to the client software, which are
checkup errors and execution errors (if it comes to executing the requested operation).

If an error of any type occurs, its description returned by Plesk server always contains
the following parameters:

= status with value "error"

= errcode — error code, a unique number identifying the error

= errtext — error message, a human-readable description of the error

An error description is defined by type resultType in the common . xsd schema (in most
cases) or by types based on it (depending on the operator).

Checkup errors

Incoming HTTP packet passes through a number of check-ups on the server side
before it is considered valid and ready for execution. Here are some of these check-
ups:

= check-up of HTTP-POST header

= check-up of whether the APl RPC protocol version specified is supported

= check-up of the authentication method (login credentials or secret key)

= check-up of the user's ‘remote_access_interface’ permission state

= check-up of the packet validity
= check-up of the required agents availability in the current Plesk version

Any of these check-ups can fail which makes further checkups and command
execution impossible. Since the server side has got stuck at one of the preliminary
checkup steps (i.e., it has not come to executing the requested operation yet), the
response packet is formed with the following elements:

= system containing an error description; defined by type resultType in the
common . xsd schema

= output, an optional element containing a message taken from stderr (if not empty) of
the failed component; defined by type garbageOutput in the plesk common.xsd
schema
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For example, the response received from Plesk APl RPC server at the attempt to use a
non-existing version of the APl RPC protocol looks as follows:

<packet version="1.40.2.0">
<system>
<status>error</status>
<errcode>1005</errcode>
<errtext>API RPC protocol version not supported.</errtext>
</system>
<output >..</output >
</packet>

The list of error codes supported by Plesk API RPC server is presented in the Error
Codes section of the Plesk API RPC Protocol Reference.

Execution errors

If all checkups have been passed through successfully, the selected agents try to
execute the requested operations in series. If any operation fails, the related agent
reports about the execution error. All reports are gathered by Agent Engine which
forms a response packet based on the output XML schemas. E.g., if failed to create a
domain, the domain operator will form an error response using the

domain output.xsd schema:

<packet version="1.4.2.0">
<domain>
<add>
<result>
<status>error</status>
<errcode>2300</errcode>
<errtext>Failed to add domain.</errtext>
</result>
</add>
</domain>
</packet>

Note: Response packet can report about more than one execution error. This is
possible if the incoming packet requests for more than one operation and some (or all)
of them fail. Also, beginning from version 1.4.0.0 of APl RPC, the response packet can
contain multiple operator sections if the incoming packet requested for operations on
multiple Plesk objects.
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Client Code Samples

This section presents sample client applications in PHP, C# and VB.NET that illustrate
how to utilize the API RPC protocol.

In this section:

PHP Client Application .........
C# Client Application............
VB.NET Client Application....

PHP Client Application

The following code sample presents ready-to-use client application written in PHP.

Note: If you want to use this sample make sure you have PHP 4.0.2 or later.
For more information, visit http://php.net/manual/en/ref.dom.php or

http://php.net/manual/en/ref.curl.php.

Comments
class
ApiRequestException
function

domainsInfoRequest ()

function curlInit ()

Extends the standard Exception class. Visit
http://www.php.net/manual/en/language.exceptions.php
for details.

Uses the DOM model to compose a request XML
packet. Returns the resulting DOM obiject.

Initializes the CURL session with necessary options as
follows:

CURLOPT_URL specifies the destination
URL

CURLOPT_RETURNTRANS set to true means that the

FER resulting output will be
returned from the server
in the form of a string.

CURLOPT_POST set to true means that the
packet will be sent via
HTTP POST.


http://php.net/manual/en/ref.dom.php
http://php.net/manual/en/ref.curl.php
http://www.php.net/manual/en/language.exceptions.php
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function
sendRequest ()

function
parseResponse ()

function
checkResponse ()

CURLOPT_SSL_VERIFYPE set to false stops CURL
ER from verifying the peer's
certificate.

CURLOPT_SSL_VERIFYHO set to false stops CURL
ST from verifying the host.

CURLOPT_HTTPHEADER specifies an array of
HTTP header fields to set.

Returns the handler of the URL session.

Sends the HTTP packet by means of CURL and gets the
pure XML response packet (without the HTTP header).
Closes the CURL session and returns the resulting
packet (a plain text with XML tags). To learn more about
the CURL engine, visit
http://www.php.net/manual/en/ref.curl.php.

Gets the response packet (plain text) as a parameter.
Parses the packet using SimpleXML and returns the
SimpleXMLElement object in which the packet is
structured as a tree. To learn more about the
SimpleXML extension of PHP, visit
http://www.php.net/manual/en/ref.simplexml.php.

Gets the response packet of type SimpleXMLEelement
and checks the result node. If this node holds ‘error’, then
the function throws an exception with a string passed in
the errtext node.

Themain () function invokes these functions in the order they are considered. First it
calls domainInfoRequest () toform a packet as follows:

<?xml version="1.0" encoding="UTF-8" 2>
<packet version="1.4.1.2">

<domain>

<get>
<filter/>
<dataset>

<limits/>
<prefs/>
<user/>
<hosting/>
<stat/>
<gen info/>

</dataset>
</get>
</domain>
</packet>


http://www.php.net/manual/en/ref.curl.php
http://www.php.net/manual/en/ref.simplexml.php
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Then curlInit () is called to initialize CURL session with options. The
sendRequest function sends a packet with the HTTP header as follows:

POST /enterprise/control/agent.php HTTP/1.1
Host: 10.58.32.100:8443

HTTP AUTH LOGIN: login

HTTP_ AUTH PASSWD: gwedsa

HTTP_PRETTY PRINT: TRUE

Content-Length: 294

Content-Type: text/xml

The response XML packet received from Plesk server can look as follows:

<?xml version="1.0" encoding="UTF-8" ?>
<packet version="1.4.1.2">
<domain>
<get>
<result>
<status>ok</status>
<id>1234</id>
<value>
<gen info>
<cr date>1154513574</cr date>
<name>technolux.co.uk</name>
<display name>technolux</display name>
<status>64</status>
<real size>0</real size>
<client id>4610</client id>
<dns ip address>123.123.123.121</dns ip address>
<htype>none</htype>
</gen info>
</value>
</result>
</get>
</domain>
</packet>

Once the response packet is received and parsed with the parseResponse ()
function, the foreach iterator echoes the contents of the result node.

Code sample

<?php

/ * *
* Reports error during API RPC request
%)

class ApiRequestException extends Exception {}

/**

* Returns DOM object representing request for information about all

available domains
* @return DOMDocument

*/

function domainsInfoRequest ()

{
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$Sxmldoc = new DomDocument ('1.0', 'UTF-8'");
Sxmldoc->formatOutput = true;

// <packet>

Spacket = $xmldoc->createElement ('packet');
Spacket->setAttribute ('version', '1.4.1.2");
Sxmldoc->appendChild ($packet) ;

// <packet/domain>

Sdomain = $xmldoc->createElement ('domain') ;
Spacket->appendChild ($domain) ;

// <packet/domain/get>

Sget = S$xmldoc->createElement ('get');
Sdomain->appendChild ($get) ;

// <packet/domain/get/filter>

Sfilter = $xmldoc->createElement ('filter');
Sget->appendChild($filter) ;

// <packet/domain/get/dataset>

Sdataset = $xmldoc->createElement ('dataset');
Sget->appendChild ($dataset) ;

// dataset elements

Sdataset->appendChild ($xmldoc->createElement ('limits"')) ;
Sdataset->appendChild ($xmldoc->createElement ('prefs'));
Sdataset->appendChild ($xmldoc->createElement ('user')) ;
$dataset->appendChild ($xmldoc->createElement ('hosting')) ;
Sdataset->appendChild ($xmldoc->createElement ('stat'));
Sdataset->appendChild ($xmldoc->createElement ('gen info'));

return $xmldoc;

}

/**
* Prepares CURL to perform Plesk API request
* @return resource
)
function curlInit ($host, $login, $password)
{
Scurl = curl init();
curl_setopt(gcurl, CURLOPT URL, "Error'! Hyperlink reference not
valid.");
Curl_setopt (Scurl, CURLOPT RETURNTRANSFER, true) ;
curl setopt ($curl, CURLOPT_ POST, true) ;
curl setopt ($curl, CURLOPT SSL VERIFYPEER, false);
curl setopt ($curl, CURLOPT SSL VERIFYHOST, false)
curl setopt (Scurl, CURLOPT HTTPHEADER,
array ("HTTP_AUTH LOGIN: {$login}",
"HTTP_AUTH_ PASSWD: ({$password}",
"HTTP_PRETTY_PRINT : TRUE",
"Content-Type: text/xml")

’

) ;

return Scurl;

/**

* Performs a Plesk API request, returns raw API response text
*

* @return string

* @throws ApiRequestException

¥/

function sendRequest ($curl, S$packet)

{
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curl setopt ($curl, CURLOPT POSTFIELDS, S$packet);
Sresult = curl exec(Scurl);
if (curl errno($curl)) {
Serrmsg = curl error (Scurl);
Serrcode = curl errno(Scurl);
curl close($curl);
throw new ApiRequestException ($errmsg, S$errcode);
}
curl close(Scurl);
return S$Sresult;

}

/**
* Looks if API responded with correct data
*
* @return SimpleXMLElement
* @throws ApiRequestException
*/
function parseResponse ($response string)
{
Sxml = new SimpleXMLElement ($Sresponse string);
if (!is_a($xml, 'SimpleXMLElement'))
throw new ApiRequestException ("Cannot parse server
response: {$response_string}");
return $xml;

}

/**
* Check data in API response
* @return void
* @throws ApiRequestException
=
function checkResponse (SimpleXMLElement S$response)
{
SresultNode = S$response->domain->get->result;
// check if request was successful if ('error' ==
(string) $SresultNode->status)

throw new ApiRequestException ("Plesk API returned error:

" . (string) $resultNode->result->errtext) ;

}
//

// int main ()

//

Shost = '10.58.32.100";
$login = 'admin';
Spassword = 'gwedsa';

Scurl = curlInit($host, $login, $password);
try |

Sresponse = sendRequest ($curl, domainsInfoRequest ()->saveXML()) ;

SresponseXml = parseResponse (Sresponse) ;
checkResponse (SresponseXml) ;
} catch (ApiRequestException S$e) {
echo $e;
die();
}

// Explore the result
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foreach

SresultNode) {
echo "Domain id: "
echo

(string) SresultNode->data->gen info->dns ip address

}

?>

C# Client Application

(SresponseXml->xpath ('/packet/domain/get/result') as

(string) SresultNode->id . " ";
(string) $resultNode->data->gen info->name . " ("

ll) \nu;

The following code sample presents ready-to-use client application written in C#.

Comments

Class Request implements sending a request packet to Plesk server via HTTP and
receiving the response packet. It has the following members:

public string Hostname

public string Login

public string Password

public string Protocol

public ValidationEventHandler
XmlSchemaValidation

public string AgentEntryPoint

public string
InputValidationSchema

public string
OutputValidationSchema

public XmlDocument Send
(XmlDocument)

public XmlDocument Send
(Stream)

Holds the host name (IP address) of Plesk Control
Panel to which the request packet is sent. Is
"localhost" by default.

Holds Plesk Administrator login. Is "admin” by
default.

Holds Plesk Administrator password. Is "setup” by
default.

Holds the version of APl RPC protocol used for
interaction with Plesk. Allowed values: 1.3.5.1 |
1400|1410|1.411]141.2|1.4.20]|
1.5.0.0|1.5.1.0|1.5.2.0| 1.5.2.1. Default value:
"1.4.2.0".

A handler used to receive schema validation
errors.

Holds the URL of Plesk Agent that will handle the
request packet on the server side.

Holds the URL of the validation schema that will
be applied to the request packet before it is sent
to the server side.

Holds the URL of the validation schema that will
be applied to the response packet after it is
received on the client side.

Gets the request packet (in the form of the
XmlDocument object) to its input parameter.
Sends a request and gets the response in the
form of the XmIDocument object.

Gets the request packet (a stream) to its input
parameter. Validates the request packet using the
agent input.xsd validation schema. Invokes
the Send (Xm1lDocument) member function.



Creating Client Software

35

public XmlDocument Send
(string)

private HttpWebRequest
SendRequest (string)

private XmlDocument
ParseAndValidate (TextReader,
string)

private XmlDocument
GetResponse (HttpWebRequest)

Gets the URI of the request packet (XML file) to its
input parameter. Validates the request packet
using the agent input.xsd validation schema.
Invokes the Send (Xxml1Document) member
function.

Forms an HTTP request: puts the HTTP header
and serialized XML packet to the object of type
HttpWebRequest. Returns this object.

Gets the URI of the agent input.xsd schema
and a string reader (with the URI of the XML
packet to validate) to its input parameters.
Validates the packet and returns it structured as a
tree (an XmIDocument object).

Gets the HTTP request packet (HttpWebRequest
object) to its input parameter. Sends the packet
via HTTP, receives the response packet from the
server, validates it using the agent output.xsd
schema, and returns the response XML packet
structured as a tree (an XmIDocument object).

Class Program implements the 'client’ console application.

static void Main (stringl[])

private static bool
RemoteCertificateValidation
(object, X509Certificate,
X509Chain, SslPolicyErrors)

private static void
XmlSchemaValidation
ValidationEventArgs)

(object,

static void
PrintResult (XmlDocument)

An entry point to the PleskApiRpcClient
application. Obtains an array of arguments
(strings) to its input parameter. The arguments
are:

[0] - the host name (IP address) of the Plesk
control panel,

[1] - Plesk Administrator login,
[2] - Plesk Administrator password,
[3] - the APl RPC protocol used,

[4] - a path of the XML file with an XML request
packet.

The function forms a request packet of type
Request (see above), validates it, sends a
request to Plesk, and prints out the resulting XML
packet.

The function verifies the remote SSL certificate to
authenticate the server. If the server is not
authenticated, returns false.

Validation error event handler.

The function outputs the response packet (an
XmlIDocument object) to the console.
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The client application can be started from command line as follows:

PleskApiRpcClient 192.0.2.168 admin login admin passwd 1.4.2.0
"c:\requests\AddNewClient.xml"

The request packet is passed in the AddNewClient.xml file:

<?xml version="1.0" encoding="UTF-8"?>
<packet version="1.4.2.0">
<client>
<add>
<gen_info>
<cname>LogicSoft Ltd.</cname>
<pname>Stephen Lowell</pname>
<login>stevelow</login>
<passwd>steve78</passwd>
<status>0</status>
<phone>416 907 9944</phone>
<fax>928 752 3905</fax>
<email>host@logicsoft.net</email>
<address>105 Brisbane Road, Unit 2</address>
<city>Toronto</city>
<state/>
<pcode/>
<country>CA</country>
</gen_info>
<limits>
<disk space>100000</disk space>
<max_dom>50</max_dom>
<max_subdom>250</max_subdom>
<max_ webapps>30</max_ webapps>
<max traffic>50000</max_ traffic>
<max_db>200</max_db>
<mysql dbase space>50000</mysgl dbase space>
<max_ shared ssl 1links>50</max_ shared ssl links>
<expiration>1134616208</expiration>
</limits>
<permissions>
<create domains>true</create domains>
<manage phosting>true</manage phosting>
<manage quota>false</manage quota>
<manage subdomains>true</manage subdomains>
<change limits>true</change limits>
<manage_ dns>true</manage dns>
<manage log>true</manage log>
<manage anonftp>true</manage anonftp>
<manage webapps>true</manage webapps>
<manage sh access>true</manage sh access>
<manage maillists>true</manage maillists>
<make dumps>true</make dumps>
<remote access interface>true</remote access interface>
<cp access>true</cp access>
<manage domain aliases>true </manage domain aliases>
</permissions>
</add>
</client>
</packet>
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The response packet received from the server can look as follows:

<?xml version="1.0"?>
<packet version="1.4.2.0">
<client>
<add>
<result>
<status>ok</status>
<id>2</id>
</result>
</add>
</client>
</packet>

This packet returns the result of the add operation and the unique identifier of the client
account just created and registered in Plesk database.

Code sample

using System;
using System.Net;
using System.Text;
using System.IO;
using System.Xml;
using System.Xml.Schema;
using System.Security.Cryptography.X509Certificates;
using System.Net.Security;
namespace PleskApiRpcClient
{
public class Request
{

// Public interface

//

public string Hostname = "localhost"; // Control
Panel Hostname

public string Login = "admin login"; //
Administrator Login

public string Password = "admin passwd"; //
Administrator Password

public string Protocol = "1.4.2.0"; // API RPC

Version Protocol.

// Handler for receiving information about document type
definition (DTD),

// XML-Data Reduced (XDR) schema, and XML Schema
definition language (XSD)

// schema validation errors.

public ValidationEventHandler XmlSchemaValidation = null;

public Request ()

{

}

public string AgentEntryPoint { get { return
"https://" + Hostname + ":8443/enterprise/control/agent.php"; } }
public string InputValidationSchema { get { return
"https://" + Hostname + ":8443/schemas/rpc/" + Protocol +
"/agent input.xsd"; } }
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public string OutputValidationSchema { get { return
"https://" + Hostname + ":8443/schemas/rpc/" + Protocol +
"/agent output.xsd"; } }
public XmlDocument Send (XmlDocument packet)
{
HttpWebRequest request =
SendRequest (packet.OuterXml) ;
XmlDocument result = GetResponse (request);
return result;
}
public XmlDocument Send(Stream packet)
{
using (TextReader reader = new StreamReader (packet))
{
return Send (ParseAndValidate (reader,
InputValidationSchema)) ;
}
}
public XmlDocument Send(string packetUri)
{
using (TextReader reader = new
StreamReader (packetUri))
{
return Send (ParseAndValidate (reader,
InputValidationSchema)) ;
}
}

// Private interface

//

// Sending a request message
//
private HttpWebRequest SendRequest (string message)
{
HttpWebRequest request =
(HttpWebRequest) WebRequest.Create (AgentEntryPoint) ;
request.Method = "POST";
request.Headers.Add ("HTTP AUTH LOGIN", Login);
request.Headers.Add ("HTTP_AUTH PASSWD", Password); request.ContentType
= "text/xml"; request.ContentLength = message.Length;
ASCIIEncoding encoding = new ASCIIEncoding(); bytel]
buffer = encoding.GetBytes (message) ;
using (Stream stream = request.GetRequestStream())
{
stream.Write (buffer, 0, message.Length);

}

return request;

}

// Parsing and validating packet

//

private XmlDocument ParseAndValidate (TextReader xml,
string schemaUri)

{

XmlSchemaSet schemas = new XmlSchemaSet () ;
schemas.Add (null, schemaUri);
XmlReaderSettings settings = new

XmlReaderSettings(); if (XmlSchemaValidation != null)
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settings.ValidationEventHandler += new

ValidationEventHandler (XmlSchemaValidation) ;

settings.ValidationType = ValidationType.Schema;

settings.ValidationFlags |=
XmlSchemaValidationFlags.ProcessSchemalLocation;

settings.Schemas = schemas;

XmlDocument document = new XmlDocument () ;

using (XmlReader reader = XmlTextReader.Create (xml,
settings))

{

document.Load (reader) ;

return document;
}
private XmlDocument GetResponse (HttpWebRequest request)
{
using (HttpWebResponse response =
(HttpWebResponse) request.GetResponse () )
using (Stream stream = response.GetResponseStream())
using (TextReader reader = new StreamReader (stream))
{
return ParseAndValidate (reader,
OutputValidationSchema) ;
}
}

class Program
{ static void Main(string[] args)
{ if (args.Length < 5)
{ Console.WritelLine ("Usage: PleskApiRpcClient
<Hostname> <Login> <Password> <Protocol> <Request>");

Console.WriteLine (" ");

Console.WriteLine (" Hostname - Control Panel
hostname") ;

Console.WriteLine (" Login - Administrator
login") ;

Console.WriteLine (" Password - Administrator
password") ;

Console.WriteLine (" Protocol - API RPC
protocol version");

Console.WriteLine (" Request - Request file
path (*.xml)");

return;

}

// Verifies the remote Secure Sockets Layer (SSL)
certificate
// used for authentication.

ServicePointManager.ServerCertificateValidationCallback =
new
RemoteCertificateValidationCallback (RemoteCertificateValidation)
Request request = new Request();
request.XmlSchemaValidation = XmlSchemaValidation;
request.Hostname = args([0]; // "10.49.8.120";
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request.Login = args([1l]; // "admin";
request.Password = args([2]; // "setup";
request.Protocol = args[3]; // "1.4.2.0";

string packet args[4]; // "request.xml";
try
{
XmlDocument result = request.Send(packet);
PrintResult (result) ;
}
catch (Exception e)
{
Console.WriteLine ("Request error: {0}",
e.Message) ;

}

// The following method is invoked by the
RemoteCertificateValidationDelegate.
private static bool RemoteCertificateValidation (object
sender,
X509Certificate certificate, X509Chain chain,
SslPolicyErrors sslPolicyErrors)
{
if (sslPolicyErrors !=
SslPolicyErrors.RemoteCertificateNotAvailable)
return true;
Console.WriteLine ("Certificate error: {0}",
sslPolicyErrors) ;
// Do not allow this client to communicate with
unauthenticated servers.
return false;
}
//
private static void XmlSchemaValidation (object sender,
ValidationEventArgs e)
{
Console.WriteLine ("Validation error: {0}",
e.Message) ;

static void PrintResult (XmlDocument document)
{
XmlTextWriter writer = new
XmlTextWriter (Console.Out) ;
writer.Formatting = Formatting.Indented;
document .WriteTo (writer) ;
writer.Flush();
Console.WriteLine();
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VB.NET Client Application

The following code sample presents ready-to-use client application written in VB.NET.

Comments

Class Request implements sending a request packet to Plesk server via HTTP and
receiving the response packet. It has the following members:

public string Hostname

public string Login

public string Password

public string Protocol

public XmlSchemaValidation

Public ReadOnly Property
AgentEntryPoint

Public ReadOnly Property
InputValidationSchema

Public ReadOnly Property
OutputValidationSchema

Public Function Send(ByVal
packet As XmlDocument)

Public Function Send(ByVal
packet As Stream)

Public Function Send(ByVal
packetUri As String)

Private Function

SendRequest (ByVal message As

String)

Holds the host name (IP address) of Plesk Control
Panel to which the request packet is sent. Is
"localhost" by default.

Holds Plesk Administrator login. Is "admin” by default.

Holds Plesk Administrator password. Is "setup” by
default.

Holds the version of APl RPC protocol used for
interaction with Plesk. Allowed values: 1.3.5.1 | 1.4.0.0
[1.41.0]1.4.11]14.1.2|1.4.2.0|1.5.0.0|1.5.1.0 |
1.5.2.0 | 1.5.2.1. Default value: "1.4.2.0".

A handler used to receive schema validation errors.

Holds the URL of Plesk Agent that will handle the
request packet on the server side.

Holds the URL of the validation schema that will be
applied to the request packet before it is sent to the
server side.

Holds the URL of the validation schema that will be
applied to the response packet after it is received on
the client side.

Gets the request packet (in the form of the
XmlDocument object) to its input parameter. Sends a
request and gets the response in the form of the
XmlDocument object.

Gets the request packet (a stream) to its input
parameter. Validates the request packet using the
validation schema. Invokes the Send (XmlDocument)
member function.

Gets the URI of the request packet (XML file) to its
input parameter. Validates the request packet using
the validation schema. Invokes the

Send (XmlDocument) member function.

Forms an HTTP request: puts the HTTP header and
serialized XML packet to the object of type
HttpWebRequest. Returns this object.
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Private Function Gets the URI of the validation schema and a string
ParseAndValidate (ByVal xml reader (with the URI of the XML packet to validate) to
As TextReader, ByVal its input parameters. Validates the packet and returns
schemaUri As String) it structured as a tree (an XmIDocument object).
Private Function Gets the HTTP request packet (HttpWebRequest
GetResponse (ByVal request As object) to its input parameter. Sends the packet via
HttpWebRequest) HTTP, receives the response packet from the server,

validates it using the validation schema, and returns
the response XML packet structured as a tree (an
XmIDocument object).

Class Program implements the 'client' console application.

Shared Sub Main (ByVal args As An entry point to the PleskApiRpcClient

String()) application. Obtains an array of arguments
(strings) to its input parameter. The
arguments are:

[0] - the host name (IP address) of the
Plesk control panel,

[1] - Plesk Administrator login,
[2] - Plesk Administrator password,
[3] - the APl RPC protocol used,

[4] - a path of the XML file with an XML
request packet.

The function forms a request packet of type
Request (see above), validates it, sends a
request to Plesk, and prints out the resulting

XML packet.
Private Shared Function The function verifies the remote SSL
RemoteCertificateValidation (By certificate to authenticate the server. If the
Val sender As Object, ByVal server is not authenticated, returns false.
certificate As
X509Certificate, ByVal chain
As X509Chain, ByVal
sslPolicyErrors As
SslPolicyErrors)
Private Shared Sub Validation error event handler.

XmlSchemaValidation (ByVal
sender As Object, ByVal e As
ValidationEventArgs)



Creating Client Software 43

Private Shared Sub The function outputs the response packet

PrintResult (ByVal document As (an XmlDocument object) to the console.
XmlDocument)

The client application can be started from command line as follows:

PleskApiRpcClient 192.0.2.168 admin_login admin passwd 1.4.2.0
"c:\requests\request.xml"

The request packet is passed in the request . xml file:

<?xml version="1.0" encoding="UTF-8"?>
<packet version="1.4.2.0">
<client>
<add>
<gen info>
<cname>LogicSoft Ltd.</cname>
<pname>Stephen Lowell</pname>
<login>stevelow</login>
<passwd>steve78</passwd>
<status>0</status>
<phone>416 907 9944</phone>
<fax>928 752 3905</fax>
<email>host@logicsoft.net</email>
<address>105 Brisbane Road, Unit 2</address>
<city>Toronto</city>
<state/>
<pcode/>
<country>CA</country>
</gen info>
<limits>
<disk space>100000</disk space>
<max_dom>50</max_dom>
<max_ subdom>250</max_subdom>
<max_ webapps>30</max_ webapps>
<max_traffic>50000</max traffic>
<max_db>200</max_db>
<mysql dbase space>50000</mysgl dbase space>
<max shared ssl 1links>50</max shared ssl links>
<expiration>1134616208</expiration>
</limits>
<permissions>
<create domains>true</create domains>
<manage phosting>true</manage phosting>
<manage quota>false</manage quota>
<manage_ subdomains>true</manage subdomains>
<change limits>true</change limits>
<manage_ dns>true</manage dns>
<manage log>true</manage log>
<manage anonftp>true</manage anonftp>
<manage webapps>true</manage webapps>
<manage sh access>true</manage sh access>
<manage maillists>true</manage maillists>
<make dumps>true</make dumps>
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<remote access interface>true</remote access interface>
<cp_access>true</cp access>
<manage domain aliases>true </manage domain aliases>
</permissions>
</add>
</client>
</packet>

The response packet received from the server can look as follows:

<?xml version="1.0"72>
<packet version="1.4.2.0">
<client>
<add>
<result>
<status>ok</status>
<id>2</id>
</result>
</add>
</client>
</packet>

This packet returns the result of the add operation and the unique identifier of the client
account just created and registered in Plesk database.

Code sample

Imports System
Imports System.Net
Imports System.Text
Imports System.IO
Imports System.Xml
Imports System.Xml.Schema
Imports System.Security.Cryptography.X509Certificates
Imports System.Net.Security
Namespace PleskApiRpcClient

Public Class Request

' Public interface

Public Hostname As String = "localhost" 'Control Panel
Hostname
Public Login As String = "admin login"
'Administrator Login
Public Password As String = "admin setup"
'Administrator Password
Public Protocol As String = "1.4.2.0" '"API RPC Version
Protocol

' Handler for receiving information about document type

definition (DTD),

' XML-Data Reduced (XDR) schema, and XML Schema definition
language (XSD)

' schema validation errors.

Public XmlSchemaValidation As ValidationEventHandler

Public ReadOnly Property AgentEntryPoint As String

Get
Return ("https://" & Me.Hostname &

":8443/enterprise/control/agent.php")
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End Get
End Property
Public ReadOnly Property InputValidationSchema As String
Get
Return String.Concat (New String() {
"https://", Me.Hostname, ":8443/schemas/rpc/", Me.Protocol,
"/agent input.xsd" })
End Get
End Property
Public ReadOnly Property OutputValidationSchema As String

Get
Return String.Concat (New String() {
"https://", Me.Hostname, ":8443/schemas/rpc/", Me.Protocol,
"/agent output.xsd" })
End Get

End Property
Public Function Send (ByVal packet As XmlDocument) As
XmlDocument
Dim request As HttpWebRequest =
Me.SendRequest (packet.OuterXml)
Return Me.GetResponse (request)
End Function
Public Function Send (ByVal packet As Stream) As
XmlDocument
Using reader As TextReader = New
StreamReader (packet)
Return Me.Send (Me.ParseAndValidate (reader,
Me.InputValidationSchema) )
End Using
End Function
Public Function Send (ByVal packetUri As String) As
XmlDocument
Using reader As TextReader = New
StreamReader (packetUri)
Return Me.Send (Me.ParseAndValidate (reader,
Me.InputValidationSchema) )
End Using
End Function

' Private interface
A

L}

Sending a request message

A\l

Private Function SendRequest (ByVal message As String) As
HttpWebRequest

Dim request As HttpWebRequest =

DirectCast (WebRequest.Create (Me.AgentEntryPoint), HttpWebRequest)
request.Method = "POST"
request.Headers.Add ("HTTP_AUTH LOGIN", Me.Login)
request.Headers.Add ("HTTP_AUTH PASSWD", Me.Password)

request.ContentType = "text/xml"
request.ContentLength = message.Length
Dim bytes As Byte () = New

ASCIIEncoding () .GetBytes (message)
Using stream As Stream = request.GetRequestStream
stream.Write (bytes, 0, message.Length)
End Using
Return request
End Function
' Parsing and validating packet
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L

Private Function ParseAndValidate (ByVal xml As TextReader,
ByVal schemaUri As String) As XmlDocument
Dim schemas As New XmlSchemaSet
schemas.Add (Nothing, schemaUri)
Dim settings As New XmlReaderSettings
If (Not Me.XmlSchemaValidation Is Nothing) Then
AddHandler settings.ValidationEventHandler,
New ValidationEventHandler (AddressOf Me.XmlSchemaValidation.Invoke)
End If
settings.ValidationType = ValidationType.Schema
settings.ValidationFlags = (settings.ValidationFlags
Or XmlSchemaValidationFlags.ProcessSchemalLocation)
settings.Schemas = schemas
Dim document As New XmlDocument
Using reader As XmlReader = XmlReader.Create (xml,
settings)
document .Load (reader)
End Using
Return document
End Function
Private Function GetResponse (ByVal request As
HttpWebRequest) As XmlDocument
Using response As HttpWebResponse =
DirectCast (request.GetResponse, HttpWebResponse)
Using stream As Stream =
response.GetResponseStream
Using reader As TextReader = New
StreamReader (stream)
return Me.ParseAndValidate (reader,
Me.OutputValidationSchema)
End Using
End Using
End Using
End Function

End Class
Friend Class Program
Shared Sub Main (ByVal args As String())
If (args.Length < 5) Then
Console.Writeline ("Usage: PleskApiRpcClient
<Hostname> <Login> <Password> <Protocol> <Request>")
Console.WriteLine (" ")

Console.WritelLine (" Hostname - Control Panel
hostname")

Console.Writeline (" Login - Administrator
login™")

Console.WritelLine (" Password - Administrator
password")

Console.WriteLine (" Protocol - API RPC
protocol version")
Console.Writeline (" Request - Request file
path (*.xml)")
Else
' Verifies the remote Secure Sockets Layer
(SSL) certificate

' used for authentication.
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ServicePointManager.ServerCertificateValidationCallback = New
RemoteCertificateValidationCallback (AddressOf
Program.RemoteCertificateValidation)

Dim request As New Request
request.XmlSchemaValidation = New
ValidationEventHandler (AddressOf Program.XmlSchemaValidation)

request.Hostname = args (0) !
"10.49.8.120";

request.Login = args(l) !
"admin";

request.Password = args(2) !
"setup";

request.Protocol = args(3) !
"1.4.2.0";

Dim packetUri As String = args(4) !
"request.xml";
Try

Program.PrintResult (request.Send (packetUri))
Catch exception As Exception
Console.WriteLine ("Request error: {0}",
exception.Message)
End Try
End If

End Sub

' The following method is invoked by the
RemoteCertificateValidationDelegate.

Private Shared Function RemoteCertificateValidation (ByVal
sender As Object, ByVal certificate As X509Certificate, ByVal chain As
X509Chain, ByVal sslPolicyErrors As SslPolicyErrors) As Boolean

If (sslPolicyErrors <>
SslPolicyErrors.RemoteCertificateNotAvailable) Then

Return True

End If

Console.WritelLine ("Certificate error: {0}",
sslPolicyErrors)

' Do not allow this client to communicate with
unauthenticated servers.

Return False

End Function

L}

Private Shared Sub XmlSchemaValidation (ByVal sender As
Object, ByVal e As ValidationEventArgs)

Console.WritelLine ("Validation error: {0}",
e.Message)

End Sub
Private Shared Sub PrintResult (ByVal document As
XmlDocument)

Dim w As New XmlTextWriter (Console.Out)
w.Formatting = Formatting.Indented
document .WriteTo (w)
w.Flush
Console.WritelLine

End Sub

End Class

End Namespace
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