
 
 

Para llels
®
 Plesk Control Panel  

 

 



 

  
 

Copyright Notice 

ISBN: N/A  

Parallels  

660 SW 39
th
 Street 

Suite 205  

Renton, Washington 98057 

USA 

Phone: +1 (425) 282 6400  

Fax: +1 (425) 282 6444  

  

É Copyright 1999-2008,  

Parallels, Inc.  

All rights reserved  

  

Distribution of this work or derivative of this work in any form is prohibited unless prior written 
permission is obtained from the copyright holder.  

Patented technology protected by U.S.Patents 7,328,225; 7,325,017; 7,293,033; 7,099,948; 
7,076,633. 

Patents pending in the U.S. 

Product and service names mentioned herein are the trademarks of their respective owners. 



 

  
 

Contents 

Preface 9 

About This Document .................................................................................................................... 9 
Who Should Read This Document .............................................................................................. 10 
Prerequisites for This Document ................................................................................................. 10 
Typographical Conventions ......................................................................................................... 10 
Feedback ..................................................................................................................................... 11 

Before Using The Reference 12 

XSD Representation Conventions ............................................................................................... 12 
Data Types .................................................................................................................................. 13 
API RPC Schemas Location ....................................................................................................... 14 
How to Analyze API RPC Schema .............................................................................................. 15 

XML Schemas for API RPC Operators 19 

API RPC Evolution ...................................................................................................................... 20 
v.1.4.0.0 ....................................................................................................................................... 21 
v.1.4.1.0 ....................................................................................................................................... 23 
v.1.4.1.1 ....................................................................................................................................... 24 
v.1.4.1.2 ....................................................................................................................................... 26 
v.1.4.2.0 ....................................................................................................................................... 27 
v.1.5.0.0 ....................................................................................................................................... 29 
v.1.5.1.0 ....................................................................................................................................... 31 
v.1.5.2.0 ....................................................................................................................................... 33 
v.1.5.2.1 ....................................................................................................................................... 35 

Representation of Object Descriptor 37 

Property Descriptor...................................................................................................................... 38 
Extension of Permissions Descriptor ................................................................................ 40 
Extension of Hosting Settings Descriptor .......................................................................... 41 
Extension of Limits Descriptor ........................................................................................... 43 

Bind Parameters .......................................................................................................................... 44 
Filters of Descriptors.................................................................................................................... 45 

Supported Operations 46 

Managing Client Accounts ........................................................................................................... 47 
Filtering Issues .................................................................................................................. 49 
Client Settings ................................................................................................................... 51 
Creating Client Account .................................................................................................... 68 
Getting Information About Client Accounts ....................................................................... 74 
Deleting Client Accounts ................................................................................................... 81 
Setting Client Account Properties ..................................................................................... 86 
Adding IP Addresses to Clientôs IP Pool ........................................................................... 94 
Removing IP Addresses from the Clientôs IP Pool ............................................................ 97 
Listing Buttons Displayed on the Clientôs Page in Control Panel .................................... 100 
Retrieving Descriptor of Limits ........................................................................................ 106 
Retrieving Descriptor of Permissions .............................................................................. 113 



 

 Preface 4 

 

Managing Client Templates ....................................................................................................... 117 
Client Template Settings ................................................................................................. 118 
Filtering Client Templates ............................................................................................... 125 
Creating Client Template ................................................................................................ 126 
Getting Information About Client Templates ................................................................... 131 
Deleting Client Templates ............................................................................................... 136 
Setting Client Template Settings ..................................................................................... 139 

Managing Database Servers ..................................................................................................... 144 
Adding Database Server ................................................................................................. 146 
Changing Database Server Preferences ........................................................................ 152 
Detaching Database Servers .......................................................................................... 158 
Setting Default Database Server..................................................................................... 162 
Retrieving Default Database Server Info ........................................................................ 167 
Retrieving Database Server Parameters ........................................................................ 172 
Retrieving Supported Types Of Databases .................................................................... 179 
Retrieving Local Database Servers Info ......................................................................... 182 

Managing Databases ................................................................................................................ 187 
Filtering Issues ................................................................................................................ 189 
Creating Databases ........................................................................................................ 190 
Deleting Databases ......................................................................................................... 195 
Creating Database Users ................................................................................................ 201 
Assigning Database Administrator .................................................................................. 207 
Retrieving Database Administrator Info .......................................................................... 211 
Retrieving Information About Databases ........................................................................ 215 
Changing Database User Credentials ............................................................................ 223 
Retrieving Database Users Info ...................................................................................... 227 
Deleting Database Users ................................................................................................ 232 

Managing Desktop Presets ....................................................................................................... 238 
Changing Plesk Administrator Preset ............................................................................. 239 
Choosing Default Preset ................................................................................................. 243 
Retrieving Preset Preferences ........................................................................................ 248 
Adding Preset .................................................................................................................. 253 
Removing Preset ............................................................................................................. 258 

Managing DNS .......................................................................................................................... 265 
Filtering Issues ................................................................................................................ 268 
Managing DNS Records ................................................................................................. 271 
Managing ACL................................................................................................................. 292 
Managing SOA Records and Zone Parameters ............................................................. 302 
Managing Name Servers ................................................................................................ 317 
Managing Local or Remote DNS Servers ....................................................................... 340 
Managing DNS Recursion ............................................................................................... 358 

Managing Domain Accounts ..................................................................................................... 368 
Filtering Issues ................................................................................................................ 370 
Domain Settings .............................................................................................................. 374 
Creating Domain Account ............................................................................................... 416 
Getting Information About Domain Accounts .................................................................. 422 
Deleting Domain Accounts .............................................................................................. 431 
Setting Domain Parameters ............................................................................................ 437 
Getting the Domain Buttons List ..................................................................................... 444 
Getting Traffic Usage Information ................................................................................... 451 
Setting Domain Traffic Settings ....................................................................................... 459 
Retrieving Descriptor of Limits ........................................................................................ 463 
Retrieving Descriptor of Permissions .............................................................................. 469 
Retrieving Descriptor of Hosting Settings ....................................................................... 473 

Managing Domain Aliases ......................................................................................................... 479 
Domain Alias Settings ..................................................................................................... 480 
Filtering Issues ................................................................................................................ 482 
Creating Domain Aliases ................................................................................................. 483 
Retrieving Information On Domain Aliases ..................................................................... 488 



 

 Preface 5 

 

Updating Domain Aliases Settings .................................................................................. 494 
Deleting Domain Aliases ................................................................................................. 499 
Renaming Domain Aliases .............................................................................................. 504 
Retrieving Information On Manageable Services ........................................................... 507 

Managing Domain Templates ................................................................................................... 508 
Domain Template Settings .............................................................................................. 509 
Filtering Issues ................................................................................................................ 513 
Creating Domain Template ............................................................................................. 515 
Getting Information On Domain Templates .................................................................... 524 
Configuring Domain Template Settings .......................................................................... 531 
Deleting a Domain Template ........................................................................................... 541 

Managing FTP Accounts ........................................................................................................... 547 
FTP Account Permissions ............................................................................................... 548 
Filtering Issues ................................................................................................................ 548 
Creating FTP Accounts ................................................................................................... 552 
Retrieving Information On FTP Accounts ....................................................................... 560 
Changing FTP Account Settings ..................................................................................... 568 
Deleting FTP Accounts ................................................................................................... 575 

Managing IP Addresses ............................................................................................................ 580 
Adding IP Address .......................................................................................................... 581 
Retrieving IP addresses .................................................................................................. 585 
Changing Type ................................................................................................................ 588 
Removing IP .................................................................................................................... 593 

Managing Locales ..................................................................................................................... 598 
LP Names ........................................................................................................................ 599 
Filtering Issues ................................................................................................................ 599 
Retrieving List of LPôs ..................................................................................................... 600 
Installing LP ..................................................................................................................... 606 
Retrieving Localized Messages ...................................................................................... 609 
Removing LP ................................................................................................................... 613 
Enabling LP ..................................................................................................................... 618 
Disabling LP .................................................................................................................... 623 
Locale Codes .................................................................................................................. 628 

Managing Log Rotation on Domain ........................................................................................... 631 
Log Rotation Settings ...................................................................................................... 632 
Filtering Issues ................................................................................................................ 633 
Changing Log Rotation Settings ..................................................................................... 634 
Retrieving Log Rotation Settings..................................................................................... 641 
Enabling Log Rotation Service ........................................................................................ 647 
Disabling Log Rotation Service ....................................................................................... 652 
Checking Status of Log Rotation Service ....................................................................... 657 

Managing Mail on Domain Level ............................................................................................... 663 
Mail Service Preferences ................................................................................................ 665 
Mail Account Settings ...................................................................................................... 667 
Filtering Issues ................................................................................................................ 680 
Creating Mail Accounts ................................................................................................... 681 
Modifying Mail Account Settings ..................................................................................... 686 
Getting Mail Account Settings ......................................................................................... 694 
Deleting Mail Accounts .................................................................................................... 700 
Enabling/Disabling Mail Service on Domain ................................................................... 704 
Setting Mail Service Preferences .................................................................................... 708 
Getting Mail Service Preferences.................................................................................... 713 
Renaming Mail Accounts ................................................................................................ 718 

Managing Mailing Lists .............................................................................................................. 722 
Filtering Issues ................................................................................................................ 724 
Adding Mailing List .......................................................................................................... 728 
Removing Mailing List ..................................................................................................... 733 
Adding Subscriber to Mailing List .................................................................................... 738 
Retrieving Mailing Lists ................................................................................................... 743 



 

 Preface 6 

 

Retrieving Subscribersô Info ............................................................................................ 749 
Removing Subscriber ...................................................................................................... 754 
Activating Mailing Lists Service ....................................................................................... 758 
Deactivating Mailing Lists Service................................................................................... 764 
Enabling Mailing List ....................................................................................................... 769 
Disabling Mailing List ...................................................................................................... 774 
Retrieving Status of Mailing Lists Service ....................................................................... 779 

Managing Plesk Backups .......................................................................................................... 784 
Remote Storage Settings ................................................................................................ 786 
Retrieving Remote Storage Settings ............................................................................... 786 
Changing Remote Storage Settings ............................................................................... 791 
Creating Backup of Domain Account .............................................................................. 795 
Creating Backup of Client Account ................................................................................. 799 
Retrieving Backup Status ................................................................................................ 804 
Retrieving List of Local Backups ..................................................................................... 808 
Uploading Backup to Repository ..................................................................................... 812 
Downloading Backup ...................................................................................................... 816 
Retrieving Protocols Supported by Backup Manager ..................................................... 819 
Stopping Backup Process ............................................................................................... 821 
Retrieving List of Backup Processes .............................................................................. 825 
Removing Backup ........................................................................................................... 828 

Managing Plesk Server ............................................................................................................. 831 
Administrator Personal Information ................................................................................. 832 
Server Preferences ......................................................................................................... 836 
Getting Supported Protocols ........................................................................................... 839 
Performing Initial Server Setup ....................................................................................... 840 
Managing Plesk License ................................................................................................. 845 
Getting Server Information .............................................................................................. 855 
Setting Up Server ............................................................................................................ 889 
Managing Plesk Services ................................................................................................ 892 

Managing Plesk Updates .......................................................................................................... 897 
Checking Updater Status ................................................................................................ 898 
Retrieving Plesk Updates ................................................................................................ 900 
Retrieving Components List ............................................................................................ 902 
Installing Components ..................................................................................................... 905 
Updating Plesk ................................................................................................................ 908 

Managing Protected Directories ................................................................................................ 912 
Filtering Issues ................................................................................................................ 913 
Creating Protected Directory ........................................................................................... 916 
Changing Protected Directory Properties ....................................................................... 921 
Removing Protected Directory ........................................................................................ 929 
Retrieving Protected Directory Properties ....................................................................... 933 
Creating Protected Directory User .................................................................................. 940 
Changing Protected Directory User Settings .................................................................. 943 
Removing Protected Directory User ............................................................................... 948 
Retrieving Protected Directory User Settings ................................................................. 952 
Retrieving Descriptor of Protected Directory Properties ................................................. 957 

Managing Secret Keys .............................................................................................................. 962 
Creating Secret Key ........................................................................................................ 963 
Retrieving Info on Secret Keys........................................................................................ 967 
Removing Secret Key ..................................................................................................... 971 

Managing Sessions ................................................................................................................... 976 
Retrieving Sessions List .................................................................................................. 977 
Terminating Session ....................................................................................................... 979 

Managing Site Applications ....................................................................................................... 982 
History of Changes .......................................................................................................... 984 
Site Application Properties .............................................................................................. 985 
Retrieving List of All Site Applications ............................................................................. 986 
Viewing Application Pool ................................................................................................. 989 



 

 Preface 7 

 

Adding Site Application to Application Pool .................................................................... 993 
Removing Site Applications ............................................................................................ 997 
Retrieving List of Packages Available For Domain ....................................................... 1002 
Changing Properties of Site Application ....................................................................... 1007 
Retrieving Site Application Requirements ..................................................................... 1011 
Installing Site Application .............................................................................................. 1016 

Managing Spam Filtering Service ........................................................................................... 1021 
Filtering Issues .............................................................................................................. 1023 
About Spam Filtering ..................................................................................................... 1025 
Adding Pattern............................................................................................................... 1030 
Removing Pattern ......................................................................................................... 1036 
Retrieving Patterns ........................................................................................................ 1042 
Retrieving Info on Spam Filtering service ..................................................................... 1046 
Setting Spam Filtering Preferences .............................................................................. 1052 
Retrieving Available Spam Filtering Preferences.......................................................... 1058 
Retrieving Allowed Lists ................................................................................................ 1064 
Checking Status of Spam Filtering Service ................................................................... 1068 

Managing SSL Certificates ...................................................................................................... 1071 
Installing Certificate ....................................................................................................... 1072 
Deleting Certificate ........................................................................................................ 1078 
Generating Certificate ................................................................................................... 1083 

Managing SSO Service ........................................................................................................... 1089 
Filtering Issues .............................................................................................................. 1091 
Enabling SSO Service ................................................................................................... 1093 
Disabling SSO Service .................................................................................................. 1095 
Registering Plesk in IdP ................................................................................................ 1097 
Retrieving SSO Service Preferences ............................................................................ 1099 
Configuring SSO Branding ............................................................................................ 1102 
Adding Delegation Rule ................................................................................................ 1122 
Removing Delegation Rule ........................................................................................... 1125 

Managing Subdomains ............................................................................................................ 1128 
Filtering Issues .............................................................................................................. 1129 
Subdomain Properties ................................................................................................... 1130 
Creating Subdomain ..................................................................................................... 1132 
Retrieving Information on Subdomain ........................................................................... 1136 
Changing Subdomain Settings ...................................................................................... 1141 
Removing Subdomain ................................................................................................... 1145 
Renaming Subdomain ................................................................................................... 1148 
Changing Parent Domain .............................................................................................. 1151 

Managing User Interface ......................................................................................................... 1155 
Setting Up Controls Visibility ......................................................................................... 1156 
Managing Custom Buttons ............................................................................................ 1159 

Managing Virtual Directories ................................................................................................... 1177 
Virtual Directory Settings ............................................................................................... 1178 
Creating Virtual Directories ........................................................................................... 1185 
Removing Virtual Directories ......................................................................................... 1189 

Managing Web Users .............................................................................................................. 1194 
Web User Settings and Preferences ............................................................................. 1195 
Filtering Issues .............................................................................................................. 1199 
Creating Web Users ...................................................................................................... 1201 
Deleting Web Users ...................................................................................................... 1206 
Updating Web User Settings ......................................................................................... 1212 
Retrieving  Web Users Settings .................................................................................... 1217 
Retrieving Web Users Preferences ............................................................................... 1224 
Updating Web Users Preferences................................................................................. 1229 

Migrating Domain And Client Accounts ................................................................................... 1235 
IP Addresses Mapping .................................................................................................. 1237 
Databases Mapping ...................................................................................................... 1239 
Checking Plesk Migration Manager Installation ............................................................ 1241 



 

 Preface 8 

 

Retrieving File System Information ............................................................................... 1243 
Starting Migration .......................................................................................................... 1245 
Retrieving Migration Status ........................................................................................... 1261 
Stopping Migration ........................................................................................................ 1267 

Retrieving Action Log Data ...................................................................................................... 1271 
Retrieving Action Log .................................................................................................... 1272 
Retrieving ID of Last Action ........................................................................................... 1276 

Uploading Files to Server ........................................................................................................ 1279 
Uploading Files Using cURL ......................................................................................... 1279 
Uploading Files Using PHP ........................................................................................... 1281 
Uploading Files Using .NET .......................................................................................... 1282 
Response Packet Structure .......................................................................................... 1286 
Response Samples ....................................................................................................... 1287 

Error Codes 1288 

Complete List of Error Codes .................................................................................................. 1289 
Common errors ............................................................................................................. 1293 
Client Operations .......................................................................................................... 1294 
Domain Operations ....................................................................................................... 1295 
IP Operations ................................................................................................................ 1297 
DNS Operations ............................................................................................................ 1299 
Server Operations ......................................................................................................... 1301 
Site Application Operations ........................................................................................... 1303 
Email Operations ........................................................................................................... 1304 
Certificate Operations ................................................................................................... 1304 
UI Operations ................................................................................................................ 1305 
Upload Operations ........................................................................................................ 1306 
Secret Key Operations .................................................................................................. 1306 
Spam Filter Operations ................................................................................................. 1307 
Domain Alias Operations .............................................................................................. 1307 
Database Server Operations......................................................................................... 1308 
Migration Operations ..................................................................................................... 1308 

Reduced List of Error Codes ................................................................................................... 1309 
  



 

 Preface 9 

 

 

In this section: 

About This Document ........................................................................................ 9 
Who Should Read This Document .................................................................... 10 
Prerequisites for This Document ....................................................................... 10 
Typographical Conventions ............................................................................... 10 
Feedback .......................................................................................................... 11 
 

 

 

 

About This Document 

This part of Plesk API RPC documentation describes in detail the programming means 
provided by Plesk API. 

Á Chapter Before Using Reference (on page 12) contains information required for proper 
reading of the reference sections. 

Á Chapter Representation of Object Descriptors (see page 37) explains in detail what 
object descriptors are and how they are implemented in the API RPC protocol. 

Á Chapter Supported Operations explains which Plesk objects can be managed 
programmatically via API RPC, how this can be done, and what particular operations are 
allowed to different kinds of Plesk users.  

Á Chapter API RPC Versions contains references on what XML Schemas are used for 
each API RPC operation depending on the API RPC version. 

Á Chapter Error Codes (see page 1288) provides information on codes of the errors that 
may occur when using Plesk API RPC protocol. 

This document covers the following versions of the API RPC protocol: 1.3.5.1 - 1.5.2.1. 

In most code samples, the 1.4.2.0 version of the protocol is used. If a feature is supported 
only in later versions of API RPC, the earliest version of the protocol that supports the feature 
is used in code samples. 
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Who Should Read This Document 

This part of Plesk API RPC documentation is addressed to the developers who want to 
implement a kind of a remote Plesk manager or other software capable of managing Plesk 
objects remotely. 

Prerequisites for This Document 

Users of this document should be familiar with the following: 

Á Plesk functionality and business logic. 

Á Plesk API RPC protocol (idea, usage). Refer to the Plesk API RPC Developerôs Guide. 

Á HTTP messages (types, structure). Refer to the RFC 2616 
(http://www.ietf.org/rfc/rfc2616.txt). 

Á XML basics (idea, syntax, elements, attributes). Refer to the W3Schools XML Tutorial 
(http://www.w3schools.com/xml/default.asp).  

Á XML Schema (idea, simple and complex elements, XSD indicators, data types). Refer to 
the W3Schools XML Schema Tutorial (http://www.w3schools.com/schema/default.asp). 

  
 

Typographical Conventions 

The following kinds of formatting in the text identify special information. 

Formatting convention Type of Information Example 

Special Bold Names of operators and operations. Go to the QoS tab. 

 Titles of chapters, sections, and 
subsections found in the other 
documents. 

Read the Basic Administration 
chapter. 

Italics Emphasizes the importance of a 
point, to introduce a term or to 
designate a command line 
placeholder, which is to be replaced 
with a real name or value. 

The system supports the so 
called wildcard character search. 

Monospace  The names of commands, files, and 
directories. 

The license file is located in the 
httpdocs/c ommon/licenses  

directory. 

http://www.ietf.org/rfc/rfc2616.txt
http://www.w3schools.com/xml/default.asp
http://www.w3schools.com/schema/default.asp
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Formatting convention Type of Information Example 

Preformatted  On-screen computer output in your 
command-line sessions; source 
code in XML, C++, or other 
programming languages. 

# ls ïal /files  

total 14470  

Preformatted Bold  What you type, contrasted with on-
screen computer output. 

# cd /root/rpms/php  

CAPITALS Names of keys on the keyboard and 
names of operations on the title 
page of an operator. 

SHIFT, CTRL, ALT 

KEY+KEY Key combinations for which the user 
must press and hold down one key 
and then press another. 

CTRL+P, ALT+F4 

 

 

 

 
 

Feedback 

If you have found a mistake in this guide, or if you have suggestions or ideas on how to 
improve this guide, please send your feedback using the online form at 
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guideôs title, 
chapter and section titles, and the fragment of text in which you have found an error. 

 

http://www.parallels.com/en/support/usersdoc/


 

  
 

This section contains information required for proper reading of the reference sections.  

Á The XSD Representation Conventions (on page 12) section explains designations 
used in graphical representation of XML objects described in the current document. 

Á The Data Types (on page 13) section contains classification of object types 
described in the current document. 

Á The API RPC Schemas Location (on page 14) section explains how to access the 
whole set of XSD schemas, or find a schema for a specific operator supported by 
the API RPC protocol. 

Á The How to Analyze API RPC Schema (on page 15) section explains how to read 
an XSD schema using user agents or text editors. This can be helpful, if you want 
to create a valid packet according only to XSD files. 

In this chapter: 

XSD Representation Conventions ......................................................................12 
Data Types ........................................................................................................13 
API RPC Schemas Location ..............................................................................14 
How to Analyze API RPC Schema .....................................................................15 

 

 

 

XSD Representation Conventions 

Description of each operation supported by the protocol includes the Request Packet 
Structure and the Response Packet Structure sections. The first section contains graphical 
representation of an XML schema used to create a request packet that is to be sent to 
the server to perform an operation. The second section contains graphical 
representation of an XML schema used to create a response packet from the server 
with the result of the operation. To represent the XML schemes graphically, the Altova 
XMLSpy rules and agreements are used. For details on the rules and agreements, visit 
the following URL: 
http://www.altova.com/manual2007/XMLSpy/spyenterprise/contentmodelview.htm. 
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